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INSTITUTE VISION & MISSION

VISION:

To become a globally recognized “Centre of Academic Excellence” providing Quality Education
to all students.

MISSION:

To provide Quality Education in the fields of Engineering, Management, Information,
Technology and other Engineering areas.

DEPARTMENT VISION & MISSION

VISION:

To develop eminent engineers, researchers and entrepreneurs in the areas of Computer Science
& Engineering and Cyber Security with exceptional technical expertise, skills and ethical values,
capable of providing innovative solutions to national and global needs.

MISSION:

M1 : To create a study environment where all academicians, entrepreneurs, researchers are
brought together.

M2 - To create perpetual learning environment for students and faculty members establish
research Centre and conduct researches in emerging areas

M3 : To create a platform for socially relevant technical and domain researches through funded
projects.
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PROGRAM EDUCATIONAL OBJECTIVES (PEOs)

Apply their technical competence in computer science to solve real world problems,

PEOL with technical and people leadership.

PEO2 | Conduct cutting edge research and develop solutions on problems of social relevance

Work in a business environment, exhibiting team skills, work ethics, adaptability and

PEO3 : .
lifelong learning.

PROGRAM OUTCOMES (POs):

Engineering knowledge: Apply the knowledge of mathematics, science, engineering
PO1 | fundamentals, and an engineering specialization to the solution of complex engineering
problems.

Problem analysis: Identify, formulate, review research literature, and analyze complex
PO2 | engineering problems reaching substantiated conclusions using first principles of
mathematics, natural sciences, and engineering sciences.

Design/development of solutions: Design solutions for complex engineering problems and
design system components or processes that meet the specified needs with appropriate
consideration for the public health and safety, and the cultural, societal, and environmental
considerations.

PO3

Conduct investigations of complex problems: Use research-based knowledge and
PO4 | research methods including design of experiments, analysis and interpretation of data, and
synthesis of the information to provide valid conclusions.

Modern tool usage: Create, select, and apply appropriate techniques, resources, and
PO5 | modern engineering and IT tools including prediction and modeling to complex engineering
activities with an understanding of the limitations.

The engineer and society: Apply reasoning informed by the contextual knowledge to
PO6 | assess societal, health, safety, legal and cultural issues and the consequent responsibilities
relevant to the professional engineering practice.

Environment and sustainability: Understand the impact of the professional engineering
PO7 | solutions in societal and environmental contexts, and demonstrate the knowledge of, and
need for sustainable development.

Ethics: Apply ethical principles and commit to professional ethics and responsibilities and

PO8 . . i
norms of the engineering practice.
POY Individual and team work: Function effectively as an individual, and as a member or
leader in diverse teams, and in multidisciplinary settings.
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Communication: Communicate effectively on complex engineering activities with the
engineering community and with society at large, such as, being able to comprehend and
write effective reports and design documentation, make effective presentations, and give
and receive clear instructions.

PO10

Project management and finance: Demonstrate knowledge and understanding of the
PO11 | engineering and management principles and apply these to one’s own work, as a member
and leader in a team, to manage projects and in multidisciplinary environments.

Life-long learning: Recognize the need for, and have the preparation and ability to engage

PO12 in independent and life-long learning in the broadest context of technological change.
PROGRAM SPECIFIC OUTCOMES (PSOs):
PSO1 Exhibit design and programming skills to build and automate business solutions using
cutting edge technologies.
PSO? Strong theoretical foundation leading to excellence and excitement towards research,
to provide elegant solutions to complex problems.
Prepared by
Ms. S. Rajeshwari Page 5

J.]. College of Engineering and Technology, Trichy



CB3491 CRYPTOGRAPHY AND CYBER SECURITY
LTPC

3003
COURSE OBJECTIVES:
e Learn to analyze the security of in-built cryptosystems.
Know the fundamental mathematical concepts related to security.
Develop cryptographic algorithms for information security.
Comprehend the various types of data integrity and authentication schemes
Understand cyber-crimes and cyber security.

UNIT I INTRODUCTION TO SECURITY 9
Computer Security Concepts — The OSI Security Architecture — Security Attacks — Security Services
and Mechanisms — A Model for Network Security — Classical encryption techniques: Substitution
techniques, Transposition techniques, Steganography — Foundations of modern cryptography: Perfect
security — Information Theory — Product Cryptosystem — Cryptanalysis.

UNIT I SYMMETRIC CIPHERS 9
Number theory — Algebraic Structures — Modular Arithmetic - Euclid‘s algorithm — Congruence and
matrices — Group, Rings, Fields, Finite Fields

SYMMETRIC KEY CIPHERS: SDES - Block Ciphers — DES, Strength of DES — Differential and
linear cryptanalysis — Block cipher design principles — Block cipher mode of operation — Evaluation
criteria for AES — Pseudorandom Number Generators — RC4 — Key distribution

UNIT I ASYMMETRIC CRYPTOGRAPHY 9
MATHEMATICS OF ASYMMETRIC KEY CRYPTOGRAPHY: Primes — Primality Testing —
Factorization — Euler’s totient function, Fermat’s and Euler’s Theorem — Chinese Remainder Theorem
— Exponentiation and logarithm.

ASYMMETRIC KEY CIPHERS: RSA cryptosystem — Key distribution — Key management — Diffie
Hellman key exchange -— Elliptic curve arithmetic — Elliptic curve cryptography

UNIT IV INTEGRITY AND AUTHENTICATION ALGORITHMS 9
Authentication requirement — Authentication function — MAC — Hash function — Security of hash
function: HMAC, CMAC - SHA - Digital signature and authentication protocols — DSS — Schnorr
Digital Signature Scheme — ElGamal cryptosystem — Entity Authentication: Biometrics, Passwords,
Challenge Response protocols — Authentication applications — Kerberos

MUTUAL TRUST: Key management and distribution — Symmetric key distribution using symmetric
and asymmetric encryption — Distribution of public keys — X.509 Certificates.

UNIT V CYBER CRIMES AND CYBER SECURITY 9
Cyber Crime and Information Security — classifications of Cyber Crimes — Tools and Methods —
Password Cracking, Keyloggers, Spywares, SQL Injection — Network Access Control — Cloud Security
— Web Security — Wireless Security

TOTAL: 45 PERIODS
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COURSE OUTCOMES

On completion of this course, the students expected to be able to:
co1 Understand the fundamentals of networks security, security architecture, threats and
vulnerabilities.
CO2 Apply the different cryptographic operations of symmetric cryptographic algorithms
CO3 Apply the different cryptographic operations of public key cryptography.
CO4 Apply the various Authentication schemes to simulate different applications
CO5 Understand various cybercrimes and cyber security.
CO’s —PO’s & PSO’s MAPPING
Correlation of COs with POs / PSOs
COs pO1|PO2| PO3 |PO4|PO5 |PO6 | PO7 |PO8|PO9|PO10|PO11[PO12 |PSO1|PSO2| PSO3
col | 3| 2 1 2 2 - - - 1 - - 1 2 3 3
CO2 |3 | 3 3 3 3 . - - 2 - - 1 3 3 3
co3 | 3] 3 3 3 3 - - - 2 - - 1 3 3 3
co4 (3 (3| 38 (3|3 |- |-|-1]2|-|-111|73]|3]3
cCos5 | 3| 2 3 2 3 - - - 3 - - 2 3 2 3
AVG | 3 |26 | 26 |26]| 28 | - - - 2 - - 12 | 28 | 238 3
3—High; 2—Medium; 1 - Low; ‘-~ No correlation
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TEXT BOOKS

1. William Stallings, "Cryptography and Network Security - Principles and Practice", Seventh Edition,
Pearson Education, 2017.

2. Nina Godbole, Sunit Belapure, “Cyber Security: Understanding Cyber crimes, Computer Forensics
and Legal Perspectives”, First Edition, Wiley India, 2011. VenkatReddy ,D. “EngineeringGeology”,
VikasPublishingHousePvt.Lt,2021.

REFERENCE BOOKS

1. Behrouz A. Ferouzan, Debdeep Mukhopadhyay, "Cryptography and Network Security", 3rd Edition,
Tata Mc Graw Hill, 2015.

2. Charles Pfleeger, Shari Pfleeger, Jonathan Margulies, "Security in Computing", Fifth Edition, Prentice
Hall, New Delhi, 2015.
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UNIT-—1

INTRODUCTION TO SECURITY

PART-A
Q. No Questions CO. BT Level Complexity
' Mapping
1 Define Plaintext & Ciphertext. CO1 Remember Low
2 Define integrity. CO1 Remember Low
3 How' _cryptographlc systems are generally col Understand Low
classified?
4 Defl_ne N Authentication, Nonrepudiation, col Remenmber Medium
Availability and Access control.
5 What is threat? List their types. CO1 Understand Low
6 leferent_late between Interruption and col Understand Medium
Interception.
7 lefgrentlate conven_tlonal (sy_mmetrlc) from col Understand Medium
public key (asymmetric) encryption.
8 Compare active and passive attack. CO1 Evaluate Medium
9 Differentiate block cipher and stream cipher. CO1 Understand Medium
10 List some substitution techniques. CO1 Remember Low
Calculate the ciphertext for the following using
one-time pad cipher. )
11 plaintext: RO C K poL Create High
Keyword: BO T S
12 C_Ohvert the given _text anna u_mversrty nto col Create High
cipher text using Rail fence technique.
How substitution cipher is different from
13 | transposition cipher? Give example for each CO1 Understand High
method
14 What is steganography? Co1 Understand Low
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PART-B

Q. No

Questions

CO
Mapping

BT Level

Complexity

(i) Explain OSI security architecture model with
neat diagram.

CO1

Understand

Medium

(it) Describe the various security mechanism.

CO1

Understand

Medium

Encrypt the following using play fair cipher using
the keyword MONARCHY. “SWARAJ IS MY
BIRTH RIGHT”. Use X for blank spaces.

CO1

Create

High

Perform encryption and decryption using Hill cipher
for the following: Message PEN and key
ACTIVATED.

CO1

Analyze

High

What is steganography? Describe the various
techniques used in steganography.

CO1

Understand

Medium

(i)What is monoalphabetic cipher? Examine how it
differs from Caesar cipher. (7)

CO1

Analyze

Medium

(i1) Encrypt the message “this is an exercise” using
additive cipher with key = 20. Ignore the space
between words. Decrypt the message to get the
original plaintext. (6)

CO1

Create

High

Explain the network security model and its
important parameters with a neat block diagram.

CO1

Understand

Medium

Solve using Playfair cipher method. Encrypt the
word “Semester Result” with the keyword
“Examination”. Discuss the rules to be followed.

CO1

Create

High

Write note on different types of security attacks and
services in detail.

CO1

Understand

Medium

Explain the substitution encryption technique in
detail.

CO1

Understand

Medium

10

Discuss examples from real life, where the
following security objectives are needed:

) Confidentiality. (5)

i) Integrity. (5)

iii)  Non-repudiation. (5)

Suggest suitable security mechanisms to achieve
them.

CO1

Analyze

High

11

Discuss the rules to be followed in Playfair method.
Encrypt the word ‘“Networksecurity” with the
keyword “cypto” using Playfair method.

COo1

Apply

Medium
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UNIT — 11

SYMMETRIC CIPHERS

PART-A
Q. No Questions CO. BT Level Complexity
Mapping

1 What is symmetric key encryption? CO2 Understand Low
2 Give the 5 modes of operations of block cipher. CO2 Understand Medium
3 Compare DES and AES. CO2 Evaluate Medium
4 List the strengths of triple DES. CO2 Remember Low
5 gﬁiﬁ{gv‘isn:lgt:gthif[) of (24140,16762) using co? Create High
6 gﬁicfir(rlﬂisnslgg;ieth r(j.CD of (1970,1066) using cOo? Create High
7 Define finite field. CO2 Remember Low
8 What is avalanche effect? CO2 Understand Medium
9 Write notes on RCA4. CO2 Understand Medium
10 | Define confusion and diffusion. CO2 Remember Medium
11 | Write down the purposes of the S-box in DES. CO2 Understand Medium
12 | Name the properties of congruences. CO2 Remember Low
13 | Mention the properties of modular arithmetic. CO2 Remember Low
14 Define Abelian group. CO2 Remember Low
15 | List the uses of RCA4. CO2 Remember Medium
16 Mention the 4 different stages of AES. Co2 Remember Low
17 List the applications of RC4. Co2 Remember Low
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PART-B
Q.No Questions CO. BT Level Complexity
' Mapping
1 Discuss t'he properties that are to be satisfied by COo2 Understand Medium
groups, rings and fields.
5 Descr_lbe DES algorithm with neat diagram and COo2 Understand High
explain the steps.
Solve GCD (98,56) using extended Euclidean .
3 algorithm. Also, write the algorithm. co2 Create High
What do you mean by AES? Diagrammatically
4 illustrate the structure of AES and describe the CO2 Understand High
steps in AES encryption process with example.
5 Descrlbe in d(_etall the Key generation in AES co2 Understand High
algorithm and its expansion format.
5 (I;)eetz?lrlbe Triple DES and its applications in COo? Understand High
7 Expla_un about the single round of DES co? Understand High
algorithm.
8 Write notes on birthday attack. CO2 Understand Medium
Explain the following in detail
9 ' L|_near cryptanaly3|s . CO2 Understand High
ii.  Differential cryptanalysis
iii.  Key distribution
10 | Explain about RC4 algorithm with neat diagram. CO2 Understand High
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UNIT -1l
ASYMMETRIC CRYPTOGRAPHY

PART-A
Q.No Questions CO. BT Level Complexity
' Mapping
1 What is public key cryptography? CO3 Understand Low
Using the RSA encryption method with p = 11 .
2 and g = 17 as the two primes. Find n and ¢(n). o3 Apply High
3 Define primitive root. CO3 Remember Low
4 State Fermat’s theorem. CO3 Remember Low
5 Name any 2 methods for testing prime CO3 Remember Low
numbers.
6 Define Euler’s totient function. CO3 Remember Low
7 State Euler’s theorem. CO3 Remember Low
8 Determine ¢(37) and ¢(35). CO3 Create High

Perform encryption for the plaintext M=88
9 using the RSA algorithm. P=17, g=11 and CO3 Analyze High
public component e=7.

Perform encryption and decryption using the

10 RSA algorithm for the following. P=7, g=11, CO3 Analyze High
e=17 and M=8.
11 List the 5 possmle approaches to attacking the CO3 Remember Medium
RSA algorithm.
12 Define discrete logarithm. CO3 Remember Low
13 What is the principle attraction of ECC, COo3 Understand Medium
compared to RSA?
14 What is an ellipse curve? CO3 Understand Medium
Using Fermat’s theorem Calculate 21102020 .
15 mod 1009 CO3 Apply High
16 Define primality testing. CO3 Remember Low
17 Using Fermat’s theorem finds 5201 mod 41 CO3 Apply High
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Forp=11and q=19 and choose d =17. Apply
18 RSA algorithm where Cipher message = 80 and CO3 Apply High
thus find the plain text.

19 What is Man in the Middle Attack? COo3 Understand Medium

PART-B

CO

Q. No Questions Mapping

BT Level Complexity

State Chinese Remainder Theorem and find X
for the given set of congruent equations using
CRT X =2 (mod 3) X =3 (mod 5) X =2 (mod
7).

2 State and prove Fermat’s theorem. CO3 Create High

CO3 Create High

Explain RSA algorithm, perform encryption and
3 decryption to the system with p=7, g=11, e=17, CO3 Analyze High
M=8.

Users Alice and Bob use the Diffie-Hellman key
exchange technique with a common prime q=83
and a primitive root a=>5.

If Alice has a private key XA=6, what is Alice*s
public key YA?

If Bob has a private key XB=10, what is Bob™'s
public key YB?

What is the shared secret key?

CO3 Understand High

State Chinese Remainder Theorem and find X
for the given set of congruent equations using
CRT X=1 (mod5) X=2 (mod7) X=3(mod 9)
X=4 (mod 11)

CO3 Create High

Explain Diffie-Hellman key exchange algorithm

in detail. CO3 Understand High

Perform encryption and decryption using RSA

algorithm for p=17, g=11, e=7 and u=88. CO3 Analyze High

Why ECC is better than RSA? However, why is

it not widely used? Defend it. CO3 | Understand High

State and prove Chinese remainder theorem. .
9 CO3 Create High
What are the last two digits of 4919? 9

(i) With a neat sketch explain the Elliptic curve Cco3 Understand High
cryptography with an example. (8)

10 (i1) Alice and Bob use the Diffie — Hellman key
exchange technique with a common prime .
number 11 and a primitive root of 2. If Alice and cos Apply High

Bob choose distinct secret integers as 9 and 3,
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respectively, then compute the shared secret
key. (5)

11

Describe RSA algorithm & Perform encryption
and decryption using RSA algorithm for the
following: p=7, q=11, e=7, M=9.

CO3

Analyze

Medium

12

Demonstrate encryption and decryption for the
RSA algorithm: Parameters — p=3, g=11, e=7,
d=?, M=5.

CO3

Create

High

13

Demonstrate encryption and decryption for the
RSA algorithm: Parameters — p=7, g=13, e=5,
d=?, M=10.

CO3

Create

High

14

In a public-key system using RSA, you intercept
the ciphertext C = 10 sent to a user whose public
key is e =5, n = 35. What is the plaintext M ?

CO3

Apply

High

15

Given prime number q=17, Primitive root a=6,
private key of A, XA =5, message m=13,
random number k=10. Perform encryption &
decryption using Elgamal cryptosystem.

CO3

Analyze

Medium
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UNIT - IV
INTEGRITY AND AUTHENTICATION ALGORITHMS

PART-A
Q.No Questions CO. BT Level Complexity
' Mapping
1 What is digital signature? CO4 Understand Low
What are. the requirements for (message) coa Understand Medium
2 authentication?
3 List the types of fl_Jnctlons that may be used to coa Remember Low
produce an authenticator.
4 What is hash(function) in cryptography? CO4 Understand Medium
5 Define the term “Message digest”. CO4 Remember Low
. ’ . :
5 What is MAC? Mention the requirement of coa Understand Medium
MAC.
7 What_ is the role of compression function in hash Understand Medium
function? CO4
8 List the various types of authentication protocol. CO4 Remember Medium
9 List any two applications of X.509 certificates. CO4 Remember Low
10 Write a simple authentication dialogue used in coa Understand Medium
Kerberos.
11 Mention the various SHA algorithms. CO4 Remember Low
12 State the requirements of a digital signature. CO4 Remember Low
13 Describe how SHA is safer than MD5. CO4 Understand Low
14 | What is weak collision resistance? CO4 Understand Medium
15 | What is replay attack? CO4 Understand Medium
16 State birthday problem. CO4 Remember Medium
17 Identify and write the requirements defined by co4 Analyze High
Kerberos.
18 Whgt_ls the (_jlfference between weak and strong co4 Understand Low
collision resistance?
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PART-B

: CO .
Q.No Questions Mapping BT Level Complexity
1 Compare the uses: of MAC _and l_1ash function. cod Evaluate High
Represent them using appropriate diagrams.
) List 'out the advantages of MD5 and SHA cod Understand Medium
algorithms.
3 Explain digital signature standard with necessary cod Understand High

diagrams in detail.

Discuss client server mutual authentication, with ]
4 i CO4 Understand High
example flow diagram.

Write down the steps involved in
5 (i)  Elgamal digital signature scheme

. g . 4 High
(i) Schnorr digital signature scheme used for | Understand '9
authenticating a person
With a neat diagram, explain the steps involved in

6 SHA algorithm for encrypting a message with coa Understand High

maximum length of less than 27128 bits and
produces as output a 512-bit message digest.

; DISCUSS. the different methods involved in cod Understand Medium
authentication of source.

Write about how the integrity of message is

8 i N - CO4 Understand Medium
ensured without source authentication.

9 E>.<pla|n the concgpts of dlglt.a.| S|g_natyre algf)rlthm cod4 Understand High
with key generation and verification in detail.

10 | Explain SHAZ2 in detail. CO4 Understand High

11 | Explain Elgamal digital signature schemes. CO4 Understand Medium

: : - - 5

12 How .hash .functlon algorithm m is designed? cod Understand Medium
Explain their features and properties.
Explain briefly about the architecture and .

13 certification mechanism in Kerberos and X.509. co4 Understand High

. , . . .

1 What |_s Kerber(?s. Explain how it provides cod Understand Medium
authenticated services.

15 E)_(plaln PKI manag_ement model and its operations cod Understand Medium
with the help of a diagram.

16 Describe digital signature algorithm and show how cod Understand Medium

signing and verification is done using DSS.

L sAMsaihbbBBBE—LA SAhAhAREIZ—Z—ZIII=Z==S———lm——
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17 Dlscu.ss about the objectives of HMAC and its cod Understand Medium
security features.
18 Explain in detail ElGamal Public key coa Understand Medium
cryptosystem.
19 | Elaborate the format of the X.509 certificate. CO4 Understand Medium
Analyze the generation sub key and S Box from i
20| the given 32-bit key by Blowfish. Cco4 Analyze | Medium
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UNIT-V

CYBER CRIMES AND CYBER SECURITY

PART-A
Q.No Questions CO. BT Level Complexity
Mapping
1 Define cybercrime. CO5 Remember Low
2 Define information security. CO5 Remember Low
3 List the need for information security. CO5 Remember Medium
4 What are the categories of cybercrime? CO5 Understand Medium
5 What are the types of password cracking attacks? CO5 Understand Medium
6 Define key loggers. CO5 Remember Low
7 Define software key loggers. CO5 Remember Low
8 Define Spyware. CO5 Remember Low
9 Define SQL injection. CO5 Remember Low
10 | What are the types of SQL injections? CO5 Understand Medium
11 | What is network access control? CO5 Understand Medium
12 What are the advantages of network access CO5 Understand Medium
control?
13 | What is cloud security? CO5 Understand Medium
14 | Write short notes on web security. CO5 Understand Medium
15 What are the different types of security? CO5 Understand Medium
16 Define wireless security. CO5 Remember Low
Prepared by
Ms. S. Rajeshwari Page 19

J.]. College of Engineering and Technology, Trichy



PART-B

CO

Q.No Questions Mapping

BT Level |Complexity

Briefly explain about the cybercrime and

) ) . CO5 Understand Medium
information security.

2 Illustrate the classification of cybercrimes. CO5 Analyze Medium

3 Describe in detail about the types of cyber-attacks. CO5 Understand Medium

Examine the password cracking and the types of

4 attacks in password cracking. CO5 Analyze Medium
5 ert_e short notes on key-logger and explain in CO5 Understand Medium
detail about types of Key-loggers?
6 Explain briefly about the spywares in detail. CO5 Understand Medium
v Enumerate the SQL injection and its types with an CO5 Understand Medium
example.
. y . ¥ .
8 What is cloud security? Explain with a suitable CO5 Understand Medium
example.
9 Explain in detail about the web security. CO5 Understand Medium
10 | Write in detail notes on the wireless security. CO5 Understand Medium
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THANK YOU

ALL THE BEST
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