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VISION: 

To become a globally recognized “Centre of Academic Excellence” providing Quality 

Education to all students. 

MISSION: 

To provide Quality Education in the fields of Engineering, Management, Information, 

Technology and other Engineering areas. 

  VISION: 

                 To develop eminent engineers, researchers and entrepreneurs in the areas of  

                 Computer Science & Engineering and Cyber Security with exceptional   

                 technical expertise, skills and ethical values, capable of providing innovative  

                 solutions to national and global needs. 

 

MISSION: 

M1  : To create a study environment where all academicians, entrepreneurs, researchers are               

          brought together. 

M2 : To create perpetual learning environment for students and faculty members establish       

          research centre and conduct researches in emerging areas. 

M3  : To create a platform for socially relevant technical and domain researches through           

           funded projects. 

 

INSTITUTE VISION & MISSION 

 

 

 

DEPARTMENT VISION & MISSION 
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 PROGRAM EDUCATIONAL OBJECTIVES (PEOs) 
 

PEO1 

Apply their technical competence in computer science to solve real world problems, 

with technical and people leadership. 

PEO2 Conduct cutting edge research and develop solutions on problems of social relevance. 

PEO3 

Work in a business environment, exhibiting team skills, work ethics, adaptability and 

lifelong learning. 

PROGRAMOUTCOMES(POs): 
 

PO1 

Engineering knowledge: Apply the knowledge of mathematics, science, engineering 

fundamentals, and an engineering specialization to the solution of complex engineering 

problems. 

PO2 

Problem analysis: Identify, formulate, review research literature, and analyze 

complex engineering problems reaching substantiated conclusions using first principles 

of mathematics, natural sciences, and engineering sciences. 

PO3 

Design/development of solutions: Design solutions for complex 

engineering problems and design system components or processes that meet the specified 

needs with appropriate consideration for the public health and safety, and the cultural, 

societal, and environmental considerations. 

PO4 

Conduct investigations of complex problems: Use research-based 

knowledge and research methods including design of experiments, analysis and 

interpretation of data, and synthesis of the information to provide valid conclusions. 

PO5 

Modern tool usage: Create, select, and apply appropriate techniques, resources, 

and modern engineering and IT tools including prediction and modeling to complex 

engineering activities with an understanding of the limitations. 

PO6 

The engineer and society: Apply reasoning informed by the contextual knowledge 

to assess societal, health, safety, legal and cultural issues and the 

consequent responsibilities relevant to the professional engineering practice. 
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PO7 

Environment and sustainability: Understand the impact of the professional 

engineering solutions in societal and environmental contexts, and demonstrate the 

knowledge of, and need for sustainable development. 

PO8 
Ethics: Apply ethical principles and commit to professional ethics and responsibilities 

and norms of the engineering practice. 

PO9 
Individual and team work: Function effectively as an individual, and as a member 

or leader in diverse teams, and in multidisciplinary settings. 

PO10 

Communication: Communicate effectively on complex engineering activities with 

the engineering community and with society at large, such as, being able to comprehend 

and write effective reports and design documentation, make effective presentations, and 

give and receive clear instructions. 

PO11 

Project management and finance: Demonstrate knowledge and 

understanding of the engineering and management principles and apply these to one’s 

own work, as a member and leader in a team, to manage projects and in multidisciplinary 

environments. 

PO12 

Life-long learning: Recognize the need for, and have the preparation and ability to 

engage in independent and life-long learning in the broadest context of 

technological change. 

 

PROGRAM SPECIFIC OUTCOMES (PSOs): 
 

 

PSO1 

Exhibit design and programming skills to build and automate business solutions using 

cutting edge technologies. 

PSO2 

Strong theoretical foundation leading to excellence and excitement towards research, 

to provide elegant solutions to complex problems. 
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CB3601 CYBER FORENSICS L T P C 

3 0 2 4 

COURSE OBJECTIVES: 

 To learn cyber crime and forensics  

 To become familiar with forensics tools  

 To learn to analyze and validate forensics data  

 To understand cyber laws and the admissibility of evidence with case studies  

 To learn the vulnerabilities in network infrastructure with ethical hacking 

   

UNIT I      INTRODUCTION TO CYBER CRIME AND FORENSICS 9 

Introduction to Traditional Computer Crime, Traditional problems associated with Computer Crime. Role 

of ECD and ICT in Cybercrime - Classification of Cyber Crime. The Present and future of Cybercrime - 

Cyber Forensics -Steps in Forensic Investigation - Forensic Examination Process - Types of CF techniques 

- Forensic duplication and investigation - Forensics Technology and Systems - Understanding Computer 

Investigation – Data Acquisition.   

UNIT II    EVIDENCE COLLECTION AND FORENSICS TOOLS  9 

Processing Crime and Incident Scenes – Digital Evidence - Sources of Evidence -Working with File 

Systems. - Registry - Artifacts - Current Computer Forensics Tools: Software/ Hardware Tools - Forensic 

Suite - Acquisition and Seizure of Evidence from Computers and Mobile Devices - Chain of Custody- 

Forensic Tools 

  

UNIT III  ANALYSIS AND VALIDATION  9 

Validating Forensics Data – Data Hiding Techniques – Performing Remote Acquisition – Network 

Forensics – Email Investigations – Cell Phone and Mobile Devices Forensics - Analysis of Digital 

Evidence - Admissibility of Evidence - Cyber Laws in India - Case Studies  

  

UNIT IV     ETHICAL HACKING  9 

Introduction to Ethical Hacking – Footprinting and Reconnaissance - Scanning Networks - Enumeration - 

System Hacking - Malware Threats – Sniffing – Email Tracking 

 

UNIT V ETHICAL HACKING IN WEB  9 

Social Engineering - Denial of Service - Session Hijacking - Hacking Web servers - Hacking Web 

Applications – SQL Injection - Hacking Wireless Networks - Hacking Mobile Platforms. 

  

 

 TOTAL: 45 PERIODS 
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COURSE OUTCOMES 
 

On completion of this course, the students expected to be able to: 

CO1 Understand the basics of cyber crime and computer forensics 

CO2 Apply a number of different computer forensic tools to a given scenario 

CO3 Analyze and validate forensics data 

CO4 
Understand Admissibility of evidence in India with Cyber laws and Case 

Studies 

CO5 Identify the vulnerabilities in a given network infrastructure 

CO6 Implement real-world hacking techniques to test system security 

 

CO’s – PO’s & PSO’s MAPPING 

 

Correlation of COs with POs / PSOs 

COs 
 

PO1 

 

PO2 

 

PO3 

 

PO4 

 

PO5 

 

PO6 

 

PO7 

 

PO8 

 

PO9 

 

PO10 

 

PO11 

 

PO12 

 

PSO1 

 

PSO2 

CO1 2      1 1    2  3 

CO2 2    1  1 2        2 2 1 

CO3 2    2  1 1 2       1 3  

CO4       1 2    1  2 

CO5    3  2   1 1    2 2 1 

AVG 2   2 1 2 2  1 1    2 2 2 

3 – High; 2 – Medium; 1 - Low 
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TEXT BOOKS 

1. Bill Nelson, Amelia Phillips, Christopher Steuart, ― Guide to Computer     

    Forensics and Investigations‖, Cengage Learning, India Sixth Edition, 2019. 

2. CEH official Certified Ethical Hacking Review Guide, Wiley India Edition,  

                Version 11, 2021. 

3. Dejey, S. Murugan - Cyber Forensics, Oxford University Press, India, 2018 

 
REFERENCE BOOKS 

1. John R.Vacca, “Computer Forensics “, Cengage Learning, 2005 

2. MarjieT.Britz, “Computer Forensics and Cyber Crime: An Introduction  

 3rd Edition, Prentice Hall, 2013. 

3. AnkitFadia “ Ethical Hacking, Second Edition, Macmillan India Ltd, 2006 

4. Kenneth C.Brancik “Insider Computer Fraud‖ Auerbach Publications   

 Taylor &Francis Group– 2008. 
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UNIT– I 

INTRODUCTION TO CYBER CRIME AND FORENSICS 
 

 

 

PART–A 

Q. No Questions 
CO 

Mapping 
BT Level Complexity 

1 Define traditional computer crime. CO1 Remember Low 

2 
List any two traditional problems associated 

with computer crime. 
CO1 Remember Low 

3 
What is the role of ECD (Electronic Crime 

Detection) in cybercrime? 
CO1 Understand Low 

4 
Differentiate between ICT (Information and 

Communication Technology) and ECD in 

cybercrime. 

CO1 Understand Low 

5 What is cybercrime based on its nature. CO1 Understand Medium 

6 
State any two major challenges in cybercrime 

investigation. 
CO1 Remember Low 

7 Mention any two future trends in cybercrime. CO1 Remember Low 

8 What is cyber forensics?  CO1 Understand Low 

9 
List the steps involved in forensic 

investigation. 
CO1 Remember Low 

10 Define forensic duplication. CO1 Remember Low 

11 What is data acquisition in forensic analysis? CO1 Understand Low 

12 
Name any two forensic technology tools used 

in cyber forensics. 
CO1 Remember Low 

13 
What is the purpose of forensic investigation 

in cybercrime? 
CO1 Understand Low 

14 
Give an example of a forensic examination 

technique. 
CO1 Understand Low 

15 
What is the significance of forensic 

investigation in digital crime cases? 

 

CO1 
 

Understand Low 
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PART–B 

Q. No Questions 
CO 

Mapping 
BT Level Complexity 

 

1 

Explain in detail the concept of traditional 

computer crime and the challenges associated 

with it. 

CO1 Understand Medium 

 

2 
Discuss the role of ECD and ICT in 

cybercrime prevention and detection. 
CO1 Understand Medium 

3 
Classify cybercrime based on its impact and 

explain with examples. 
CO1 Analyze High 

4 
Analyze the present and future trends in 

cybercrime, emphasizing the emerging 

threats and preventive measures. 

CO1 Analyze High 

5 
What is cyber forensics? Explain the steps 

involved in a forensic investigation. 
CO1 Understand Medium 

6 
Describe in detail the forensic examination 

process and the various types of cyber 

forensic techniques. 

CO1 Understand Medium 

7 
Illustrate forensic duplication and 

investigation with appropriate case studies. 
CO1 Analyze 

 

High 

8 
Examine various forensic technologies and 

systems used in cyber forensics with real-

world applications. 

CO1 Analyze High 

9 
Describe the process of computer 

investigation in cyber forensics and discuss 

its importance in criminal cases. 

CO1 Understand Medium 

10 

Discuss in detail the data acquisition 

techniques used in forensic investigations. 

Explain their significance in legal 

proceedings. 

CO1 Understand Medium 
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UNIT – II  

EVIDENCE COLLECTION AND FORENSICS TOOLS 

 

PART–A 

Q. No Questions 
CO 

Mapping 
BT Level Complexity 

1 Define digital crime scene processing CO2 Remember Low 

2 
List two key steps in processing a digital crime 

scene. 
CO2 Remember Low 

3 What is digital evidence? CO2 Understand Low 

4 Mention two characteristics of digital evidence. CO2 Remember Low 

5 Name two primary sources of digital evidence. CO2 Remember Low 

6 
Differentiate between volatile and non-volatile 

evidence. 
CO2 Understand Medium 

7 Define a file system in digital forensics. CO2 Remember Low 

8 
   Mention two file systems commonly  

   used in forensic investigations. 
CO2 Remember Low 

9 What is the Windows Registry? CO2 Understand  Medium 

10 
Mention two registry hives used in forensic 

analysis. 
CO2 Remember Low 

11 What are artifacts in digital forensics? CO2 Understand Medium 

12 List two examples of digital forensic artifacts. CO2 Remember  Low 

13 What is a forensic suite? CO2 Understand Low 

14 
What is the role of write blockers in forensic 

acquisition? 
CO2 Understand Low 

15 Define the Chain of Custody. CO2 Remember Low 
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PART–B 

Q.No Questions 
CO 

Mapping 
BT Level Complexity 

1 
Explain the steps involved in processing a digital 

crime scene. 
CO2 Understand Medium 

2 
 Discuss the challenges in handling digital crime 

scenes compared to traditional crime scenes. 
CO2 Understand Medium 

3 

Evaluate the importance of documentation in digital 

crime scene investigations. 
CO2 Evaluate High 

4 
Define digital evidence and explain its 

characteristics. 
CO2 Understand Medium 

5 
Distinguish between primary and secondary sources 

of digital evidence with examples. 
CO2 Analyze High 

6 

Evaluate the admissibility of digital evidence in 

court. 
CO2 Evaluate High 

7 

Explain the structure and forensic significance of 

FAT32, NTFS, and EXT file systems. 
CO2 Understand Medium 

8 

Describe how file system metadata is used in 

forensic investigations. 
CO2 Understand Medium 

9 

What is the Windows Registry, and why is it 

important in forensic investigations? 
CO2 Understand Medium 

10 
Analyze a real-world case study where registry 

artifacts were used as evidence. 
CO2 Analyze High 

11 
Design a methodology to extract and analyze 

artifacts from a suspect’s system. 
CO2 Create High 

12 
Describe the role of forensic duplicators and write 

blockers in investigations. 
CO2 Understand Medium 

13 
Analyze the features and limitations of forensic 

suites like EnCase and FTK. 
CO2 Analyze High 

14 Explain the different methods of forensic acquisition CO2 Understand Medium 
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UNIT – III 

ANALYSIS AND VALIDATION  

 

PART–A 

Q. No Questions 
CO 

Mapping 
BT Level Complexity 

1 What is forensic data validation? CO3 Understand Low 

2 List two methods used to validate forensic data. CO3 Remember Low 

3 Define data hiding in digital forensics. CO3 Remember Low 

4 Mention two common data hiding techniques. CO3 Remember Low 

5 What is remote acquisition in digital forensics? CO3 Understand  Medium 

6 
Name two tools used for remote forensic 

acquisition. 
CO3 Remember Low 

7 Define network forensics. CO3 Remember Low 

8 List two sources of network forensic evidence. CO3 Remember Low 

9 What is an email header in forensic analysis? CO3 Understand  Medium 

10 
Mention two types of email fraud investigated 

in forensics. 
CO3 Remember Low 

11 What is mobile device forensics? CO3 Understand Medium  

12 
Mention two techniques used in digital 

evidence analysis. 
CO3 Remember  Low 

13 
List two factors that affect the admissibility of 

digital evidence in court. 
CO3 Remember Low 

14 Which law in India deals with cybercrime? CO3 Understand Medium 

15 
Name two sections of the IT Act, 2000 related 

to cybercrime. 
CO3 Remember Low 

16 
Mention one key lesson learned from a real-

world cybercrime case study. 
CO3 Remember Low 

17 Which law in India deals with cybercrime? CO3 Understand Medium  

18 Define admissibility of digital evidence. CO3 Remember Low 

19 What are mobile device forensics? CO3 Understand Low 
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PART–B 

Q. No Questions 
CO 

Mapping 
BT Level Complexity 

1 
Explain the process of forensic data validation and 

its importance. 
CO3 Understand Medium 

2 
Describe the role of hashing algorithms in forensic 

data validation. 
CO3 Understand Medium 

3 
Evaluate the challenges in ensuring data integrity 

during forensic investigations. 
CO3 Evaluate High 

4 
Discuss different data hiding techniques used by 

cybercriminals. 
CO3 Understand Medium 

5 

Analyze how steganography and encryption are used 

for data hiding. 
CO3 Analyze High 

6 
Evaluate forensic techniques to detect hidden data. CO3 Evaluate High 

7 

Explain the concept of remote forensic acquisition 

and its significance. 
CO3 Understand Medium 

8 

Describe the tools and methods used in remote data 

acquisition. 
CO3 Understand Medium 

9 
Evaluate the advantages and risks of remote 

acquisition compared to traditional acquisition. 
CO3 Evaluate High 

10 
Define network forensics and explain its role in 

cybercrime investigations. 
CO3 Understand Medium 

11 
Describe how packet sniffing and log analysis help 

in network forensics. 
CO3 Understand Medium 

12 
Analyze a case study where network forensics 

played a crucial role in solving a cybercrime. 
CO3 Analyze High 

13 Explain the steps involved in email investigations. CO3 Understand Medium 

14 
Describe how forensic investigators analyze email 

headers for evidence. 
CO3 Understand Medium 

15 Evaluate the legal challenges in email forensics. CO3 Evaluate High 

16 
Explain the details of a significant cybercrime case 

study and its forensic investigation. 
CO3 Understand Medium 

17 
Explain the details of a significant cybercrime case 

study and its forensic investigation. 
CO3 Understand Medium 
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UNIT – IV 

ETHICAL HACKING 

 

PART–A 

Q. No Questions 
CO 

Mapping 
BT Level Complexity 

1 Define ethical hacking. CO4 Remember Low 

 

2 

List two differences between ethical hacking and 

unethical hacking. 
CO4 Understand  Low 

3 What is foot-printing in ethical hacking? CO4 Understand Medium 

4 Mention two passive footprinting techniques. CO4 Remember Low  

5 Define network scanning. CO4 Remember Low 

6 Name two tools used for network scanning. CO4 Remember Low 

7 What is enumeration in hacking? CO4 Understand  Medium 

8 List two common enumeration techniques. CO4 Remember Low 

9 Define system hacking. CO4 Remember Low 

10 Mention two methods used for system hacking. CO4 Remember Low 

11 What is a Trojan horse? CO4 Understand  Medium 

12 

List two types of malware commonly used in 

cyberattacks. 
CO4 Remember Low 

13 Define packet sniffing. CO4 Remember Low 

14 Mention two tools used for sniffing network traffic. CO4 Remember Low 

15 What is email tracking in cyber investigations? CO4 Understand  Medium 

16 List two ways to identify a phishing email. CO4 Remember Low 
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PART–B 

Q. No Questions 
CO 

Mapping 
BT Level Complexity 

 

 

1 

Explain the importance of ethical hacking and its role 

in cybersecurity. 
CO4 Understand Medium 

 

2 

Describe the different types of hackers and their 

motivations. 
CO4 Understand Medium 

3 

Evaluate the ethical and legal challenges faced by 

ethical hackers. 
CO4 Evaluate High 

4 

Discuss the different types of foot printing techniques 

with examples. 
CO4 Understand Medium 

5 

Describe the role of open-source intelligence 

(OSINT) in foot printing. 
CO4 Understand Medium 

6 

Analyze a case study where reconnaissance 

techniques were used for cyber attacks. 
CO4 Analyze High 

7 

Explain the purpose of network scanning and different 

scanning techniques. 
CO4 Understand Medium 

8 Demonstrate how Nmap is used for network scanning. CO4 Create High 

9 

Evaluate the risks of active vs. passive scanning 

methods. 
CO4 Evaluate High 

10 

Describe enumeration techniques and their role in 

cyber attacks. 
CO4 Understand Medium 

11 

Explain the role of privilege escalation in system 

hacking. 
CO4 Understand Medium 

12 Evaluate countermeasures to prevent system hacking. CO4 Evaluate High 

13 

Explain different types of malware and their impact 

on cybersecurity. 
CO4 Understand Medium 

14 

Describe how a rootkit operates and how it can be 

detected. 
CO4 Understand Medium 
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UNIT – V 

ETHICAL HACKING IN WEB 

 

PART–A 

Q. No Questions 
CO 

Mapping 
BT Level Complexity 

1 Define social engineering. CO5 Remember Low 

 

2 
List two types of social engineering attacks. CO5 Remember  Low 

3 What is a Denial of Service (DoS) attack? CO5 Understand Medium 

4 Mention two types of DoS attacks. CO5 Remember Low 

5 Define session hijacking. CO5 Remember Low 

6 List two techniques used in session hijacking. CO5 Remember Low 

7 What is web server hacking? CO5 Understand Medium 

8 Name two common vulnerabilities in web servers. CO5 Remember  Low 

9 What is meant by hacking web applications? CO5 Understand Medium 

10 List two common web application vulnerabilities. CO5 Remember Low 

11 Define SQL Injection. CO5 Remember Low 

12 Mention two types of SQL Injection attacks. CO5 Remember Low 

13 What is wireless network hacking? CO5 Understand  Low 

14 List two encryption protocols used in wireless security. CO5 Remember Low 

15 Define mobile hacking. CO5 Remember Low 

16 Name two attack vectors used in mobile hacking. CO5 Remember Low 
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PART–B 

Q. No Questions 
CO 

Mapping 
BT Level Complexity 

1 
Explain different types of social engineering 

attacks and their impact. 
CO5 Understand Medium 

2 
Demonstrate how phishing attacks are conducted 

and suggest mitigation strategies. 
CO5 Create High 

3 
Evaluate the effectiveness of social engineering 

defense mechanisms. 
CO5 Evaluate High 

4 
Discuss different types of DoS and Distributed 

DoS (DDoS) attacks. 
CO5 Understand Medium 

5 
Explain how botnets are used to launch DDoS 

attacks. 
CO5 Understand Medium 

6 
Analyze a real-world case study of a DDoS attack 

and its consequences. 
CO5 Analyze High 

7 
Describe session hijacking techniques and their 

impact on cybersecurity. 
CO5 Understand Medium 

8 
Demonstrate how session hijacking is performed 

using tools like Ettercap. 
CO5 Create High 

9 
Evaluate countermeasures for preventing session 

hijacking. 
CO5 Evaluate High 

10 
Explain common vulnerabilities in web servers 

and their exploitation techniques. 
CO5 Understand Medium 

11 
Demonstrate how an attacker can exploit 

misconfigured web servers. 
CO5 Create High 

12 
Analyze a case study where web server hacking 

led to data breaches. 
CO5 Analyze High 

13 

Explain how cross-site scripting (XSS) and cross-

site request forgery (CSRF) attacks are 

performed. 

CO5 Understand Medium 
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THANK YOU 

 

 

ALL THE BEST 




