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INSTITUTE VISION & MISSION 

 

 

 

 

DEPARTMENT VISION & MISSION 
 

 

 

 

 

 

VISION: 

To become a globally recognized “Centre of Academic Excellence” providing Quality Education 

to all students. 

MISSION: 

To provide Quality Education in the fields of Engineering, Management, Information, 

Technology and other Engineering areas. 

 

 VISION: 

To develop eminent engineers, researchers and entrepreneurs in the areas of Computer Science & 

Engineering and Cyber Security with exceptional technical expertise, skills and ethical values, 

capable of providing innovative solutions to national and global needs. 

 

MISSION: 

    M1 : To create a study environment where all academicians, entrepreneurs, researchers are        

                brought together. 

    M2  :   To create perpetual learning environment for students and faculty members establish  research    

centre and conduct researches in emerging areas. 

         M3  : To create a platform for socially relevant technical and domain researches through funded  

                     projects. 
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PROGRAM EDUCATIONAL OBJECTIVES (PEOs) 
 

PEO1 
Apply their technical competence in computer science to solve real world problems, 

with technical and people leadership. 

PEO2 Conduct cutting edge research and develop solutions on problems of social relevance. 

PEO3 
Work in a business environment, exhibiting team skills, work ethics, adaptability and 

lifelong learning. 

 

PROGRAM OUTCOMES (POs) 
 

 

PO1 

Engineering knowledge: Apply the knowledge of mathematics, science, engineering 

fundamentals and an engineering specialization to the solution of complex engineering 

problems. 

 

PO2 

Problem analysis: Identify, formulate, review research literature, and analyze complex 

engineering problems reaching substantiated conclusions Using first principles of 

mathematics, natural sciences, and engineering sciences. 

 

PO3 

Design/development of solutions: Design solutions for complex engineering problems and 

design system components or processes that meet the specified needs with appropriate 

consideration for public health and safety, and the cultural, societal, and environmental 

considerations. 

   PO4 

Conduct investigations of complex problems: Use research-based knowledge and research 

methods including the design of experiments, Analysis and interpretation of data, and 

synthesis of the information to provide valid conclusions. 

   PO5 

Modern tool usage: Create, select and apply appropriate techniques, resources, and 

modern engineering and IT tools including prediction and modeling to complex 

Engineering activities with an understanding of the limitations. 

   PO6 

The engineer and society: Apply to reason in formed by the contextual Knowledge 

to assess societal, health, safety, legal and cultural issues and the Consequent responsibilities 

relevant to the professional engineering practice. 

   PO7 

Environment and sustainability: Understand the impact of the professional engineering 

solutions in societal and environmental contexts and demonstrate the knowledge of, and need 

for sustainable development. 

   PO8 
Ethics:  Apply ethical principles and commit to professional ethics and Responsibilities and 

norms of the engineering practice. 

   PO9 
Individual and team work:  Function effectively as an individual, and as a member or leader 

in Diverse teams, and in multidisciplinary settings. 
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  PO10 

Communication:  Communicate effectively on complex engineering activities with the 

engineering community and with society at large, such as, being able to comprehend and 

write effective reports and design documentation, make effective presentations, and give and 

receive clear instructions. 

PO11 

Project management and finance:   Demonstrate knowledge and understanding of the 

engineering and management principles and apply These to one’s own work, as a member 

and leader in a team, to manage projects and in multidisciplinary environments. 

PO12 
Life-long learning:  Recognize the need for, and have the preparation and ability to Engage 

in independent and life-long learning in the broadest context of technological change. 

 
 

 

 

 

 PROGRAM SPECIFIC OUTCOMES (PSOs): 
 

 

 

  PSO1 Exhibit design and programming skills to build and automate business solutions using 

cutting edge technologies. 

PSO2 Strong theoretical foundation leading to excellence and excitement towards research, 

to provide elegant solutions to complex problems. 



Prepared by 
Mrs. V. Sweety Praisy 
J. J. College of Engineering and Technology 

Page 6 

 

 

     CB3602                                         NETWORK SECURITY L T P C 

 3    0   2    4 

 
COURSE OBJECTIVES:   

   

 To understand the basic concepts of security 

 To understand the concept of authentication protocols and digital signatures. 

 To learn various methods and protocols to understand the cryptography. 

 To learn various network security attacks. 

 To understand the IP and Web security. 

UNIT I FUNDAMENDALS OF NETWORKING SECURITY                                  9 

Overview of networking security- Security Services -Confidentiality, Authentication, Integrity, 

Non- repudiation, access Control - Availability and Mechanisms- Security Attacks -Interruption, 

Interception ,Modification and Fabrication. 

UNIT II AUTHENTICATION AND SECURITY                                                            9                                                         

Authentication overview - Authentication protocols - Authentication and key establishment - key 

exchange - mediated key exchange - User Authentication –password based authentication - 

password security - Certificate Authority and key management - digital signatures - digital 

Certificates. 

UNIT III PUBLIC-KEY CRYPTOGRAPHY AND MESSAGE AUTHENTICATION 9 

Basics of cryptography -cryptographic hash functions - symmetric and public-key encryption - 

public key cryptography principles & algorithms - cipher block modes of operation - Secure Hash 

Functions – HMAC 

UNIT IV SECURITY ATTACKS                                                                                9 

Buffer overflow attacks & format string vulnerabilities - Denial-of-Service Attacks -Hijacking 

attacks : exploits and defenses - Internet worms – viruses – spyware –phishing – botnets - TCP 

session hijacking - ARP attacks - route table modification - UDP hijacking - man-in-the-middle 

attacks. 

UNIT V IP SECURITY AND WEB SECURITY                                                                   9                                                   

Network defense tools: Firewalls,VPNs, Intrusion Detection, and filters - Email privacy: Pretty 

Good Privacy (PGP) and S/MIME - Network security protocols in practice- Introduction to 

Wireshark – SSL - IPsec, and IKE -DNS security- Secure Socket Layer (SSL) and Transport Layer 

Security (TLS) - Secure Electronic Transaction (SET) 

 

 

                                                                                                                              TOTAL : 45 PERIODS 
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COURSE OUTCOMES 

 

On completion of this course, the students expected to be able to: 

CO1 Describe computer and network security fundamental concepts and principles. 

CO2 
Acquire the knowledge of various authentication protocols, key exchange 

mechanism, and digital certificates. 

CO3 
To get better knowledge on fundamental concepts of cryptography, encryption 

and hashing techniques. 

CO4 

Identify and assess different types of threats and attacks such as social 

engineering, rootkit, and botnets,etc. 

 

CO5 

Acquire Demonstrate the ability to select among available network security 

technology and protocols such as IDS, firewalls, SSL , TLS, etc. 

 

 
 

        

        CO’s- PO’s & PSO’s MAPPING 

 

CO’s 
PO’s PSO’s 

1 2 3 4 5 6 7 8 9 10 11 12 1 2 

1 3 2 1 1 1 - - - 1 - - 1 1 3 

2 3 3 3 3 3 - - - 2 - - 1 3 3 

3 3 3 3 3 3 - - - 2 - - 1 3 3 

4 3 3 2 3 2 - - - 3 - - 3 3 3 

5 3 3 3 3 3 - - - 3 - - 2 3 3 

AVg. 3 2.8 2.4 2.6 2.4 - - - 2.2 - - 1.6 2.6 3 

           

                                     

                                                 1 – Low; 2 – Medium;3 – High; ‘-' - No correlation 
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TEXT BOOK: 

1. Network Security Essentials (Applications and Standards) by William Stallings Pearson       

Education. 

 

REFERENCE BOOKS: 

1. Hack Proofing your network by Ryan Russell, Dan Kaminsky, Rain Forest Puppy, Joe Grand, 

David Ahmad, Hal Flynn Ido Dubrawsky, Steve W.Manzuik and Ryan Permeh, Wiley Dreamtech. 

2. Cryptography and network Security, Third edition, Stallings, PHI/Pearson 

3. A look back at Security Problems in the TCP/IP Protocol Suite, S. Bellovin, ACSAC 2004. 
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UNIT– I 

 FUNDAMENDALS OF NETWORK SECURITY 

PART–A 

Q. No Questions 
CO 

Mapping 
BT Level Complexity 

1 What is network security? CO1 Understand Low 

2 Differentiate active attack and passive attack. CO1 Understand Low 

3 State the concept of Non-Repudiation. CO1 Remember Low 

4 What is interruption? CO1 Understand Medium 

5 Name the security mechanisms. CO2 Remember Low 

6 What is authentication and its types? CO1 Understand Low 

7 
What is confidentiality in network security and 

how it is ensured? Give an example. 
CO2 Understand Medium 

8 What is data integrity? CO1 Understand Medium 

9 
How does access control function in securing 

network resources? 
CO1 Understand Low 

10 
Define a Denial of Service (DoS) attack and its 

impact on network availability. 
CO1 Remember Low 

11 
Differentiate between modification and 

fabrication. 
CO1 Understand Low 

12 What is availability? CO1 Understand Low 

13 
Give an example of a security attack based on 

Fabrication. 
CO1 Understand Low 
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PART–B 

 

Q. No                 Questions 
CO 

Mapping 
BT Level Complexity 

1 

(i) Explain OSI security architecture model    

with neat diagram.  (7) 
CO1 Understand Medium 

(ii) Describe about the various security      

mechanism. (6) 
CO1 Understand Medium 

2 

       

(i) Explain about security attacks. (6) CO1 Understand  High 

iii)   (ii)Explain the different categories of passive 

     and active attacks. (7) 
CO1 Understand High 

3 
Explain the different security service with 

examples. 
CO1 Understand   Medium 

4 

Discuss about confidentiality and authentication 

in securing network communication with 

suitable examples. 

CO1 Understand High 

5 

How does data integrity ensure secure       

communication? Explain different mechanisms 

used to achieve integrity. 

CO1 Understand Medium 

 

6 

Discuss examples from real life, where the 

following security objectives are needed:  

i) Confidentiality. (5) 

ii)  Integrity. (5) 

iii) Non-repudiation. (3)  

Suggest suitable security mechanisms to 

achieve them. 

     CO1 Understand High 

 

7 

Explain briefly about network security model 

with a neat diagram. 
    CO1 Understand High 

      8 

Explain in detail the various security 

mechanisms used to ensure authentication, 

integrity, and confidentiality. 

CO1 Understand Medium 

      9 
Discuss the role of confidentiality and integrity 

in ensuring secure communication. 
CO1   Understand Medium 

     10 

Explain the role of access control and 

availability in network security and discuss 

different methods to enforce them. 

CO1   Understand Medium 
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UNIT – II 

 AUNTHENTICATION AND SECURITY 

 

PART–A 

Q. No Questions 
CO 

Mapping 
BT Level Complexity 

1 Define authentication in network security. CO2 Remember Low 

2 List the authentication protocols. CO2 Remember Low 

3 Define mediated key exchange. CO2 Remember Low 

4 
What is the role of key establishment in 

secure communication? 
CO2 Understand Medium 

5 
What is the importance of password 

security? 
CO2 Understand Low 

6     Define Certificate Authority. CO2 Remember Low 

7 
What is the purpose of  key management in 

security? 
CO2 Understand Medium 

8 
What is the role of digital certificates in 

authentication? 
CO2 Understand Medium 

9 How does a digital signature work? CO2 Understand Medium 

10 
What is the difference between digital 

certificates and digital signatures? 
CO2 Understand Medium 

11 
Mention any two weaknesses of password-

based authentication. 
CO2 Remember Low 
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PART–B 

Q.No Questions 
CO 

Mapping 
BT Level Complexity 

1 

Explain the concept of Authentication and 

discuss different Authentication Protocols 

used in network security. 

CO2 Understand Medium 

2 

Describe the Authentication and Key   

Establishment process in secure 

communication. 

CO2 Understand Medium 

3 
What is Key Exchange? Explain different   

Key Exchange protocols with examples. 
CO2 Understand Medium 

4 
Explain Mediated Key Exchange and its   

advantages over direct key exchange. 
CO2 Understand High 

5 

Explain Password-Based Authentication and 

discuss the challenges associated with 

password security. 

     CO2 Understand Medium 

6 

What is Password Security? Discuss   

different techniques used to enhance 

password security. 

CO2 Understand Medium 

7 

How do Digital Signatures ensure 

Authentication and Integrity? Explain with 

an example. 

CO2 Understand Medium 

8 
Explain Digital Certificates and their role in 

securing online transactions. 
CO2 Understand Medium 

9 
Explain the role of Certificate Authority 

(CA) in Public Key Infrastructure (PKI). 
CO2 Understand High 

10 
Explain the working of the Kerberos 

Authentication Protocol and its advantages. 
CO2 Understand High 
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UNIT – III 

PUBLIC-KEY CRYPTOGRAPHY AND MESSAGE AUTHENTICATION 

 

PART–A 

Q. No                               Questions 
CO 

Mapping 
BT Level Complexity 

1 Define cryptography. CO3 Remember Low 

2 
What are the two main types of encryption 

techniques? 
CO3 Understand Low 

3 What is a cryptographic hash function? CO3 Understand Low 

4 Define symmetric encryption. CO3 Remember Low 

5 Define public-key encryption. CO3 Remember Low 

6 
What is the difference between symmetric 

and asymmetric encryption? 
CO3 Understand Low 

7 What is a cipher? CO3 Understand Low 

8 
What is the purpose of a key in 

cryptography? 
CO3 Understand Medium 

9 
What is the main advantage of public-key 

cryptography over symmetric cryptography? 
CO3 Understand Low 

10 What does a secure hash function do? CO3 Understand Medium 

11 What is HMAC? CO3 Understand Medium 

12 
What is the difference between hashing and 

encryption? 
CO3 Understand Low 

13 
What is the main purpose of a message 

authentication code? 
CO3 Understand Low 

14 
What is the purpose of the RSA algorithm in 

cryptography? 
CO3 Understand Low 
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PART–B 

Q. No                  Questions 
CO 

Mapping 
BT Level Complexity 

      1 
Explain the basic principles of cryptography and its 

importance in security. 
CO3 Understand Medium 

2 

Discuss the differences between symmetric 

encryption and asymmetric encryption with 

examples. 

CO3 Understand High 

3 
Explain cryptographic hash functions and their 

properties with examples. 
CO3 Understand Medium 

4 
Describe the working of symmetric key encryption 

with a suitable example. 
CO3 Understand Medium 

5 

Discuss public-key cryptography principles and 

explain how it differs from symmetric 

cryptography. 

CO3 Understand Medium 

6 
Explain the RSA Algorithm with an example of key 

generation and encryption/decryption. 
CO3 Understand Medium 

7 
Discuss various cipher block modes of operation 

and compare them. 
     CO3 Understand High 

8 
Describe the secure hash algorithm family and their 

differences. 
CO3 Understand High 

9 
Explain the working of HMAC and its security 

benefits. 
CO3 Understand Medium 

10 
Discuss the importance of message authentication 

codes in cryptographic security. 
CO3 Understand High 
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UNIT – IV 

                                   SECURITY ATTACKS 

 

PART–A 

Q. No Questions 
CO 

Mapping 
BT Level Complexity 

1 What is a buffer overflow attack? CO4 Understand Low 

 

2 
Define format string vulnerability. 

 

CO4 
Remember Medium 

3 What is a Denial-of-Service (DoS) attack? CO4 Understand Low 

4 Define an internet worm. CO4 Remember  Medium 

5 What is a computer virus? CO4 Understand Low 

6 What is spyware? CO4 Understand Medium 

7 Define phishing.        CO4 Remember Medium 

8 What is a botnet? CO4 Understand Medium 

9 
Define UDP hijacking. What is the difference 

between a virus and a worm? 
CO4 Remember Low 

10 What is the main objective of TCP hijacking? CO4 Understand Medium 

11 

 

    What is the difference between a virus and a 

worm? 

CO4     Understand Low 
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PART–B 

Q. No                Questions 
CO 

Mapping 
BT Level Complexity 

1 
Explain in detail buffer overflow attacks and format 

string vulnerabilities. 
 CO4 Understand High 

2 
Discuss various types of Denial-of-Service (DoS) 

attacks and their defenses. 
CO4 Understand High 

3 
Describe TCP session hijacking and UDP 

hijacking along with countermeasures. 
CO4 Understand High 

4 
Discuss in detail internet worms,viruses, spyware, 

and botnets. 
CO4 Understand High 

5 
Explain phishing attacks, their mechanisms, and 

techniques to prevent them. 
CO4 Understand High 

6 

 

(i) Explain route table modification attacks and 

how they affect network security.(6) 
CO4 Understand Medium 

(ii) How do attackers modify a route table to 

intercept network traffic? What are the 

defenses?(7) 

CO4 Understand High 

7 

Discuss the various forms of man-in-the-middle 

(MITM) attacks, including SSL stripping, DNS 

spoofing, and Wi-Fi eavesdropping. Provide 

preventive measures. 

CO4 Understand High 

8 

What is ARP spoofing? Explain how attackers 

manipulate ARP tables and the security 

implications. 

CO4 Understand Medium 

      9 

Explain the concept of UDP hijacking, how it is 

executed, and how organizations can defend 

against it. 

CO4 Understand High 

     10 

(i) What are format string vulnerabilities, and 

how can they be exploited?(6) 
CO4 Understand Medium 

(ii) Discuss how spyware collects information 

and its potential threats to user privacy.(7) 
CO4 Understand High 
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UNIT – V 

IP SECURITY AND  WEB SECURITY 

 

PART–A 

Q. No Questions 
CO 

Mapping 
BT Level Complexity 

1 
What is the primary function of a firewall in 

network security? 
CO5 Understand Low 

2 
Define virtual private network and its 

purpose. 
CO5 Remember Low 

3 
What is an intrusion detection system, and 

how does it work? 
CO5 Understand Medium 

4 
What are packet filters, and how do they 

enhance security? 
CO5 Understand Medium 

5 
What is pretty good privacy, and why is it 

used in email security? 
CO5 Understand Medium 

6 
Define S/MIME and its role in securing 

emails. 
CO5 Remember Low 

7 
Differentiate between SSL and TLS in 

terms of security. 
CO5 Understand Low 

8 
What is IPsec, and what are its main 

components? 
CO5 Understand Low 

9 
What role does the internet key exchange 

play in IPsec? 
CO5 Understand Low 

10 
What is DNS spoofing, and how does it 

affect network security? 
CO5 Understand Medium 

11 
What is the purpose of secure electronic 

transaction in online payments? 
CO5 Understand Low 
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PART–B 

Q. No                 Questions 
CO 

Mapping 
BT Level Complexity 

1 

 

(i) Justify the role of firewalls in protecting           

enterprise networks from cyber threats. (7) 
CO5 Analyze Medium 

(ii) Describe the importance of DNS security 

and the threats associated with unsecured 

DNS. (6) 

CO5 Understand High 

2 
Explain the architecture and working of Virtual 

Private Networks with a detailed diagram. 
CO5 Understand High 

 

3 

(i) Illustrate the working of an Intrusion 

Detection System with a real-world example (7) 

 

CO5 
Analyze High 

(ii) How does Secure Socket Layer provide 

encryption and authentication for web 

communication? (6) 

CO5 Understand Medium 

4 

Describe in detail the working of SSL/TLS, 

including the handshake process and encryption 

techniques. 

CO5 Understand Medium 

5 

(i) Demonstrate the step-by-step process of a 

TLS handshake and explain its importance. (7) 
CO5 Create High 

(ii) What are the differences between transport 

mode and tunnel mode in IPsec? (6) 
CO5 Understand Medium 

6 

Explain the significance of email security 

protocols like PGP and S/MIME in protecting 

email communication. 

CO5 Understand High 

7 
Discuss secure electronic transaction in depth, 

including its advantages and implementation. 
CO5 Understand High 

8 Explain the process of email encryption using 

pretty good privacy. (7) 
CO5 Understand High 
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THANK YOU 
 

 

 

 

ALL THE BEST 
 


