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INSTITUTE VISION & MISSION

VISION:

To become a globally recognized “Centre of Academic Excellence” providing

Quality Education to all students.

MISSION:

To provide Quality Education in the fields of Engineering, Management,

Information, Technology and other Engineering areas.

DEPARTMENT VISION & MISSION

VISION:

To develop eminent engineers, researchers and entrepreneurs in the areas of
Computer Science & Engineering and Cyber Security with exceptional technical
expertise, skills and ethical values, capable of providing innovative solutions to
national and global needs.

MISSION:

M1 : To create a study environment where all academicians, entrepreneurs,
researchers are brought together.

M2 : To create perpetual learning environment for students and faculty members
establish research centre and conduct researches in emerging areas.

M3 : To create a platform for socially relevant technical and domain researches
through funded projects .
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PROGRAM EDUCATIONAL OBJECTIVES (PEOs)

PEOL Apply their technical competence in computer science to solve real world
problems, with technical and people leadership.
PEO? Conduct cutting edge research and develop solutions on problems of
social relevance.
Work in a business environment, exhibiting team skills, work ethics,
PEO3 . : :
adaptability and lifelong learning.

PROGRAM OUTCOMES (POs)

PO1

Engineering knowledge: Apply the knowledge of mathematics, science,
engineering fundamentals and an engineering specialization to the solution of
complex engineering problems.

PO2

Problem analysis: Identify, formulate, review research literature, and analyze
complex engineering problems reaching substantiated conclusions Using first
principles of mathematics, natural sciences, and engineering sciences.

PO3

Design/development of solutions: Design solutions for complex engineering
problems and design system components or processes that meet the specified
needs with appropriate consideration for public health and safety, and the
cultural, societal, and environmental considerations.

PO4

Conduct investigations of complex problems: Use research-based
knowledge and research methods including the design of experiments,
Analysis and interpretation of data, and synthesis of the information to
provide valid conclusions.

PO5

Modern tool usage: Create, selectand  apply  appropriate techniques,
resources, and modern engineering and IT tools including prediction and
modeling to complex Engineering activities with an understanding of the
limitations.

PO6

The engineer and society: Apply to reason in formed by the contextual
Knowledge to assess societal, health, safety, legal and cultural issues and the
Consequent responsibilities relevant to the professional engineering practice.
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PO7

Environment and sustainability: Understand the impact of the
professional engineering solutions in societal and environmental contexts and
demonstrate the knowledge of, and need for sustainable development.

PO8

Ethics: Apply ethical principles and commit to professional ethics and
Responsibilities and norms of the engineering practice.

PO9

Individual and team work: Function effectively as an individual, and as a
member or leader in Diverse teams, and in multidisciplinary settings.

PO10

Communication:  Communicate effectively on complex engineering
activities with the engineering community and with society at large, such as,
being able to comprehend and write effective reports and design
documentation, make effective presentations, and give and receive clear
Instructions.

PO11

Project management and finance: Demonstrate knowledge and
understanding of the engineering and management principles and apply These
to one’s own work, as a member and leader in a team, to manage projects and
in multidisciplinary environments.

PO12

Life-long learning: Recognize the need for, and have the preparation and
ability to Engage in independent and life-long learning in the broadest context
of technological change.

PROGRAM SPECIFIC OUTCOMES (PSOs):

PSOL Exhibit design and programming skills to build and automate business
solutions using cutting edge technologies.
PSO?2 Strong theoretical foundation leading to excellence and excitement
towards research, to provide elegant solutions to complex problems.
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CCS343 DIGITAL AND MOBILE FORENSICS LTP C
2 02 3

COURSE OBJECTIVES:

To understand basic digital forensics and techniques.

To understand digital crime and investigation.

To understand how to be prepared for digital forensic readiness.
To understand and use forensics tools for iOS devices.

To understand and use forensics tools for Android devices

VVVYVYY

UNIT -1 INTRODUCTION TO DIGITAL FORENSICS 6

Forensic Science — Digital Forensics — Digital Evidence — The Digital Forensics Process
— Introduction — The ldentification Phase — The Collection Phase — The Examination
Phase — The Analysis Phase — The Presentation Phase

UNIT -1l DIGITAL CRIME AND INVESTIGATION 6

Digital Crime — Substantive Criminal Law — General Conditions — Offenses —
Investigation Methods for Collecting Digital Evidence — International Cooperation to
Collect Digital Evidence

UNIT - 11l DIGITAL FORENSIC READINESS 6

Introduction — Law Enforcement versus Enterprise Digital Forensic Readiness —
Rationale for Digital Forensic Readiness — Frameworks, Standards and Methodologies —
Enterprise Digital Forensic Readiness — Challenges in Digital Forensics

UNIT - IV I0S FORENSICS 6

Mobile Hardware and Operating Systems - iOS Fundamentals — Jailbreaking — File
System — Hardware — iPhone Security — iOS Forensics — Procedures and Processes —
Tools — Oxygen Forensics — Mobil Edit — iCloud

UNIT -V ANDROID FORENSICS 6

Android basics — Key Codes — ADB — Rooting Android — Boot Process — File Systems —
Security — Tools — Android Forensics — Forensic Procedures — ADB — Android Only
Tools — Dual Use Tools—Oxygen Forensics — Mobil Edit — Android App Decompiling.

TOTAL: 30 PERIODS
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Text Books

1. Andre Arnes, “Digital Forensics”, Wiley, 2018.

2.  Chuck Easttom, “An In-depth Guide to Mobile Device

Forensics”, First Edition, CRC Press, 2022.

Reference Books

1.Vacca, J, Computer Forensics, Computer Crime Scene Investigation, 2nd Ed,

Charles River Media, 2005, ISBN: 1-58450-3809.

COURSE OUTCOMES :

On completion of this course, the students expected to be able to:

CO1 | Have knowledge on digital forensics.

CO2 | Know about digital crime and investigations.

CO3 | Be forensic ready.

CO4 | Investigate, identify and extract digital evidence from iOS devices
CO5 | Investigate, identify and extract digital evidence from Android devices

CO’s - PO’s & PSO’s MAPPING

Correlation of COs with POs / PSOs

COs po1 PO2 PO3 | PO4 | PO5 | PO6 |PO7 PO8 | PO9 | PO10| PO11 PO12 | PSO1 [|PSO2
1 3 1 3 2 1 - - - 1 1 3 3 1 3
2 3 3 3 3 3 - - - 2 2 1 2 1 3
3 3 3 2 3 1 - - - 3 2 1 1 3 2
4 3 1 2 2 3 - - - 1 3 3 2 1 3
5 1 3 2 3 2 - - - 2 3 2 3 1 2

AVG| 3 2 2 3 2 - - - 2 2 2 2 1 3

3 — High; 2 — Medium; 1 — Low ; ¢-’ No correlation
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UNIT-1

INTRODUCTION TO DIGITAL FORENSICS

]J.J. College of Engineering and Technology ,Trichy.

PART-A
Q. No Questions O BT Level | Complexit
' Mapping piexity
1 What is forensic science? CO1 |Understand Medium
2 Define digital forensics CO1 Remember Low
3 Differentiate Forensic File Formats and col | Understand Low
Structures
4 List the types of forensic sciences. CO1 |Remember Low
5 Why 'Fhe_ dlglt_al e_zwdence IS important in col | Understand Medium
forensic investigations?
6 V\_/h_at happen_s in the identification phase of col | Understand Medium
digital forensics?
. State t_he purpose collection phase in digital col | Remember Low
forensics.
g L_|s'F the rol_e of the presentation phase in co1 Remember Low
digital forensics.
9 What happens during the examination col | Understand Medium
phase ?
10 State the digital evidence. CO1 Remember Low
11 List the digital forensic reporting process . COl1 |Remember Low
Mrs. M. Saranya, Page 8




PART-B

: CO
.No estions . :
Q Questi Mapping| BT Level | Complexity
Plsc_ugs the Iegfell and ethical challenges col | Understand Medium
1 in digital forensics.
E)_(plam th_e Dlgltal Forensics Process col | Understand Medium
2 with a detailed diagram.
Compare the digital evidence with
3 physical evidence in forensic CO1 Evaluate High
investigations.
Describe the five phases of the digital
4 forensics  process with  real-world CO1 |Understand Medium
examples.
5 Design a digital f_orenS|c investigation co1 Create High
model for a cybercrime case.
6 Compgre and_contrast static and live co1L Evaluate High
forensic analysis.
. !Evalu_at_e th_e S|gr_1|f|c_ance of each phase col Evaluate High
in a digital investigation.
Elaborate the importance of the
8 presentation phase in legal proceedings. CO1 |Understand High
Analyze the challenges faced during
9 digital evidence collection and suggest CO1 Analyze Medium
solutions.
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UNIT — 11

DIGITAL CRIME AND INVESTIGATION

PART-A
CO
Q. No Questions Mapping| BT Level |Complexity
1 What is digital crime? CO2 Understand Low
2 Define substantive criminal law. CO2 Remember Low
3 Nz_alme of the general conditions of digital cO?2 Remember Low
crime.
4 D_|f'_ferent_|ate between cybercrime and CO?2 Understand | Medium
digital crime..
5 tht IS _th_e role_of substantive criminal CO?2 Understand | Medium
law in digital crime.
5 V\_/h_at are _the key challenges in collecting cO?2 Understand | Medium
digital evidence?
7 Why 1S |nt§rn§t|9nal c_oopc?ratlorT : CO2 Understand Low
important in digital crime investigations?
8 Mention the categories of criminal co? Remember Low
offenses .
List out the General Conditions for
9 | Criminal Liability. CO2 | Remember | Low
10 Define Racist and Xenophobic Speech. CO2 Remember Low
11 State the - Megaupload.com. CO2 Remember Low
12 Compare Search and Seizure. CO2 Evaluate High
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PART-B

i CO :
Q. No Questions Mapping BT Level | Complexity
Explain different methods of
1 investigating  digital ~ crime  with CO2 Understand | Medium
examples.
Compare and contrast the traditional
2 crime investigation with digital crime CO2 Evaluate High
investigation.
3 E\_/alyate the _effectlv_eness of su_bstantwe CO?2 Evaluate High
criminal law in handling cybercrime.
4 Analyze _the ro!e of f_orensm techniques CO?2 Analyze Medium
in collecting digital evidence.
Disniquesh challenges in international
5 cooperation for digital crime CO2 Analyze Medium
investigations.
Elaborate the bes_t _practlc?es for collecting cO?2 Understand | Medium
6 and preserving digital evidence.
!De3|gn _a Iegal_ f_ramevyork_for |rT1pr(_)vmg CO2 Create High
7 international digital crime investigations.
Digital Crime — [ iminal :
6 igita Crl_me_ Sub_stantlve Crimina CO?2 Understand Medium
Law explain in details.
Propose a framework for improving
9 international cooperation in collecting CO2 Create High
digital evidence.
Explain the general conditions and :
10 offenses related to digital crime. c0o2 Understand | - Medium
Discuss real-world methods used in :
11 I I CO2 Understand | Medium
digital investigations.
Describe how investigation methods are
12 used to collect digital evidence in a| CO2 Understand | Medium
cybercrime case.
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UNIT — 111

DIGITAL FORENSIC READINESS

PART-A
Q. No Questions co BT Level |Complexit
' Mapping piexity
1 What is digital forensic readiness? COs3 Understand Medium
) Defl_ne enterprise digital forensic co3 Remember Low
readiness.
3 Llst_the key objectives of forensic co3 Remember Low
readiness.
Difference between law enforcement
4 forensic readiness and enterprise COs3 Understand Low
forensic readiness.
5 Why the _dlgltal forens_lc readiness is co3 Understand Low
Important in cyber security?
Mention the role of frameworks and
6 | standards in digital forensic readiness. CO3 Remember Low
Diff [ f '
7 [ (_arentlate betweer\ _orenSI_c _ co3 Understand Low
readiness and forensic investigation
3 What are the main challenges in
implementing digital forensic CO3 Understand L ow
readiness?
9 tht is the importance of forensic CO3 Understand Medium
readiness?
N f th hnical chall [
10 _ar_ne of t e_ technical challenges in co3 Remember Low
digital forensics.
11 What is anti-forensics? CO3 Understand Medium
12 What is th f digital :
at .'S tne pl_erose of - digita COs3 Understand Medium
enterprises for readiness ?
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PART-B

Questions

CO
Mapping

BT Level

Complexity

Compare and contrast Law Enforcement
and  Enterprise  Digital  Forensic
Readiness with real-world examples.

CO3

Evaluate

High

Discuss the role of proactive forensic
readiness in cybercrime investigations.

CO3

Understand

Medium

Explain the rationale behind
implementing a forensic readiness plan in
an enterprise.

CO3

Understand

Medium

Evaluate the impact of forensic readiness
on incident response and legal
compliance.

CO3

Evaluate

High

Compare different digital forensic
frameworks and discuss their relevance
in enterprise security.

CO3

Evaluate

High

Analyze the methodologies used for
digital forensic readiness in large
organizations.

CO3

Analyze

High

Discuss the best practices for
implementing enterprise digital forensic
readiness with examples.

CO3

Understand

Medium

Evaluate the challenges enterprises face
in achieving forensic readiness and
propose solutions.

CO3

Evaluate

High

Explain the legal and technical
challenges in digital forensics and how
they can be mitigated.

CO3

Understand

Medium

10

Create a new framework can be proposed
to enhance the forensic readiness in
modern enterprises.

CO3

Create

High

Prepared by

Mrs. M. Saranya,
]J.J. College of Engineering and Technology ,Trichy.

Page 13




UNIT - IV

1I0S FORENSICS

PART-A
Q. No Questions co BT Level | Complexit
' Mapping piexity
1 What are the main components of mobile coa Understand Low
hardware?
5 lefergnces between iOS and Android coa Understand | Medium
operating systems.
3 What is the kernel in iOS? CO4 Understand Low
4 Men_tlon the key features of 10S coa Remember Low
architecture.
5 What is jailbreaking in i0S? CO4 Understand Medium
6 List _ out the types of jailbreaking coa Remember Low
techniques.
7 Name the file system used in iOS Co4 Remember Low
devices.
9 What is Secure Boot in i0OS? CO4 Understand Low
Define data protection class in i0S
10 . CO4 Remember Low
security
11 How to provide the security for iphone ? CO4 Understand Low
Mention the forensic acquisition
12 1" methods for iPhones. CO4 Remember Low
13 Define the terms of Oxygen Forensics. CO4 Remember Low
14 State Mobil Edit. CO4 Understand Medium
15 | What s iCloud backup? CO4 Understand Medium
16 Mentlgn the tools are used in ios coa Remember Low
forensics.
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PART-B

CO

]J.J. College of Engineering and Technology ,Trichy.

.N ti : BT Level |C lexit
Q. No Questions Mapping eve omplexity
Compare the mobile hardware architecture :
1 1503 and Android. CO4 Evaluate High
Discuss the role of mobile operating
2 systems in  device  security CO4 Understand | Medium
performance.
!Explam thej structure and components of the coa Understand | Medium
3 10S operating system.
Analyze the security features of iOS and :
4 how they prevent unauthorized access. co4 Analyze High
Evaluate the risks and benefits of :
.. : : CO4 Evaluat High
5 jailbreaking an iPhone. valuate 9
Compare different jailbreaking methods :
. . . 4 Eval High
6 and their impact on iOS security. o e 9
Expl_am _the_ s_tructur_e of the |_OS file system coa Understand | Medium
7 and its significance in forensics.
Discuss the role of hardware security
g features in iPhones, such as CO4 Understand | Medium
Enclave.
9 Analy_ze iI0S SECl:IrIty mechanisms and their coa I Medium
effectiveness against cyber threats.
10 Pr_o_pose improvements to iPhone security to Co4 Create High
mitigate modern threats.
Compare Oxygen Forensics and MOBIL
11 edit in terms of their capabilities for i0OS CO4 Evaluate High
investigations.
Evaluate the effectiveness of commercial :
12 forensic tools in iOS data extraction. co4 Evaluate High
13 Explain th.e forensic challgnges of a.cqumng coa Understand | Medium
data from iCloud and possible solutions.
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UNIT -V

ANDROID FORENSICS

PART-A
Q. No Questions CO BT Level Complexit
' Mapping piexity
1 What is Android? CO5 Understand Low
) List th_e key features of the Android CO5 Remember Low
operating system.
3 What |_s the role of Key Codes in CO5 Understand Medium
Android?
4 Define ADB and its used? CO5 Remember Low
5 What is rooting in Android? CO5 Understand Medium
6 Whtat are the advantages of rooting a COS Understand Low
device?
. List the stages of the Android boot CO5 Remember Low
process.
8 What is EXT4 in Android file systems? CO5 Understand Low
9 What is APK decompiling? CO5 Understand Medium
10 | Define Android sandboxing. CO5 Remember Low
11 What is Android forensic acquisition? CO5 Understand Low
12 lefer(.ent methods gf for.ensm data CO5 Understand Low
extraction from Android devices.
13 What |_s the role_z of ADB in Android CO5 Understand Medium
forensic analysis?
14 Name of the Android-only forensic CO5 Remember Low
tools.
15 What is Oxygen Forensics? CO5 Understand Low

T —
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PART-B

Q- No Questions CO. BT Level | Complexity
Mapping
1 Explain the Android architecture and its COS Understand Medium
components.
5 Compare Android gnd I0S in terms of CO5 Evaluate High
security and forensic challenges.
Explain ADB commands wused in
3 Aanoid forensics with examples. CO5 Understand Medium
Discuss the risks associated with rooting Understand
4 Android devices. CO5 Medium
Explain the Android boot process and its
5 relevance in forensics. CO5 Understand Medium
6 Analyzc_e Andro_id security mechanisms COS Analyze Medium
and their effectiveness against malware.
- How (?an Android security be improved CO5 Understand Medium
to mitigate modern threats?
Explain the forensic acquisition .
8 | techniques used for Android devices. CO5 Rerstand Medium
Discuss the role of dual-use tools in
9 Android forensics and their legal cOS Understand Medium
concerns.
Compare Oxygen Forensics and MOBIL
10 edit in terms of their forensic CO5 Evaluate High
capabilities.
Discuss how Android app decompilation
11 helps in malware analysis and security cOS Understand Medium
assessment.
Explain the process of decompiling an
12 | Android application and its forensic CO5 Understand Medium
significance.
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THANK YOU

ALL THE BEST
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