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INSTITUTE VISION & MISSION

VISION:

To become a globally recognized “Centre of Academic Excellence” providing Quality Education
to all students.

MISSION:

To provide Quality Education in the fields of Engineering, Management, Information,
Technology and other Engineering areas.

DEPARTMENT VISION & MISSION

VISION:

To develop eminent engineers, researchers and entrepreneurs in the areas of Computer Science &

Engineering and Cyber Security with exceptional technical expertise, skills and ethical values,

capable of providing innovative solutions to national and global needs.

MISSION:
M1 : To create a study environment where all academicians, entrepreneurs, researchers are
brought together.
M2 : To create perpetual learning environment for students and faculty members establish research
centre and conduct researches in emerging areas.
M3 : To create a platform for socially relevant technical and domain researches through funded
projects.
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PROGRAM EDUCATIONAL OBJECTIVES (PEOQOs)

PEO1

Apply their technical competence in computer science to solve real world problems,
with technical and people leadership.

PEO2

Conduct cutting edge research and develop solutions on problems of social relevance.

PEO3

Work in a business environment, exhibiting team skills, work ethics, adaptability and
lifelong learning.

PROGRAM OUTCOMES (POs)

PO1

Engineering knowledge: Apply the knowledge of mathematics, science, engineering
fundamentals and an engineering specialization to the solution of complex engineering
problems.

PO2

Problem analysis: Identify, formulate, review research literature, and analyze complex
engineering problems reaching substantiated conclusions Using first principles of
mathematics, natural sciences, and engineering sciences.

PO3

Design/development of solutions: Design solutions for complex engineering problems and
design system components or processes that meet the specified needs with appropriate
consideration for public health and safety, and the cultural, societal, and environmental
considerations.

PO4

Conduct investigations of complex problems: Use research-based knowledge and research
methods including the design of experiments, Analysis and interpretation of data, and
synthesis of the information to provide valid conclusions.

PO5

Modern tool usage: Create, selectand  apply appropriate technigues, resources, and
modern engineering and IT tools including prediction and modeling to complex
Engineering activities with an understanding of the limitations.

PO6

The engineer and society: Apply to reason in formed by the contextual Knowledge
to assess societal, health, safety, legal and cultural issues and the Consequent responsibilities
relevant to the professional engineering practice.

PO7

Environment and sustainability: Understand the impact of the professional engineering
solutions in societal and environmental contexts and demonstrate the knowledge of, and need
for sustainable development.

PO8

Ethics: Apply ethical principles and commit to professional ethics and Responsibilities and
norms of the engineering practice.

PO9

Individual and team work: Function effectively as an individual, and as a member or leader
in Diverse teams, and in multidisciplinary settings.
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PO10

Communication: Communicate effectively on complex engineering activities with the
engineering community and with society at large, such as, being able to comprehend and
write effective reports and design documentation, make effective presentations, and give and
receive clear instructions.

PO11

Project management and finance: Demonstrate knowledge and understanding of the
engineering and management principles and apply These to one’s own work, as a member
and leader in a team, to manage projects and in multidisciplinary environments.

PO12

Life-long learning: Recognize the need for, and have the preparation and ability to Engage
in independent and life-long learning in the broadest context of technological change.

PROGRAM SPECIFIC OUTCOMES (PSOs):

PSO1

Exhibit design and programming skills to build and automate business solutions using
cutting edge technologies.

PSO2

Strong theoretical foundation leading to excellence and excitement towards research,
to provide elegant solutions to complex problems.
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CCS344 ETHICAL HACKING
LTPC
2023
COURSE OBJECTIVES:

To understand the basics of computerbased vulnerabilities. To explore different foot printing,
reconnaissance and scanning methods. To expose the enumeration and vulnerability analysis methods.
To understand hacking options available in Web and wireless applications. To explore the options for

network protection. To practice tools to perform ethical hacking to expose the vulnerabilities.

UNIT I INTRODUCTION 6
Ethical Hacking Overview - Role of Security and Penetration Testers - Penetration-Testing
Methodologies- Laws of the Land - Overview of TCP/IP- The Application Layer - The Transport
Layer - The Internet Layer - IP Addressing - Network and Computer Attacks - Malware - Protecting
Against Malware Attacks.- Intruder Attacks - Addressing Physical Security

UNIT I FOOT PRINTING, RECONNAISSANCE AND SCANNING NETWORKS 6
Foot printing Concepts — Foot printing through Search Engines, Web Services, Social Networking
Sites, Website, Email - Competitive Intelligence — Foot printing through Social Engineering — Foot
printing Tools - Network Scanning Concepts - Port-Scanning Tools - Scanning Techniques -
Scanning Beyond IDS and Firewall

UNIT 111 ENUMERATION AND VULNERABILITY ANALYSIS 6
Enumeration Concepts - NetBIOS Enumeration — SNMP, LDAP, NTP, SMTP and DNS
Enumeration - Vulnerability Assessment Concepts - Desktop and Server OS Vulnerabilities -
Windows OS Vulnerabilities - Tools for Identifying Vulnerabilities in Windows- Linux OS
Vulnerabilities- Vulnerabilities of Embedded Oss

UNITIV  SYSTEM HACKING 6
Hacking Web Servers - Web Application Components- Vulnerabilities - Tools for Web Attackers
and Security Testers Hacking Wireless Networks - Components of a Wireless Network —
Wardriving- Wireless Hacking - Tools of the Trade —

UNIT V NETWORK PROTECTION SYSTEMS 6
Access Control Lists. - Cisco Adaptive Security Appliance Firewall - Configuration and Risk
Analysis Tools for Firewalls and Routers - Intrusion Detection and Prevention Systems - Network-
Based and Host-Based IDSs and IPSs - Web Filtering - Security Incident Response Teams —
Honeypots.

30 PERIODS

Prepared by Page 6
Mrs. T. Sathiya Priya
J. ]J. College of Engineering and Technology, Trichy



COURSE OUTCOMES

At the end of this course, the students will be able to:
CO1 To express knowledge on basics of computer based vulnerabilities
CO?2 To gain understanding on different foot printing, reconnaissance and scanning
methods.
CO3 To demonstrate the enumeration and vulnerability analysis methods.
CO4 To gain knowledge on hacking options available in Web and wireless applications.
CO5 To acquire knowledge on the options for network protection..
CO6 To use tools to perform ethical hacking to expose the vulnerabilities
CO’s —PO’s & PSO’s MAPPING
PO’s PSO’s
CO’s
1 2 3 5 6 7 9 10 | 11 12 | 1 2 3
1 2 2 3 1 - - 1 2 2 1 1 2 3
2 1 2 L 1 - - 2 2 1 1 1 2 2
3 2 2 3 1 - - 1 2 1 2 2 3 1
4 2 1 1 1 - - 1 3 3 3 3 2 1
5 2 3 1 2 - - 2 1 1 1 1 1 3
AvVg.| 18 |2 18 12 - - 14 2 16 | 16 |16]| 2 2
1 - Low; 2 — Medium; 3 — High; ¢-' - No correlation.
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TEXTBOOKS:
1. Michael T. Simpson, Kent Backman, and James E. Corley, Hands-On Ethical Hacking and
Network Defense, Course Technology, Delmar Cengage Learning, 2010.
2. The Basics of Hacking and Penetration Testing - Patrick Engebretson, SYNGRESS,
Elsevier, 2013.
3. The Web Application Hacker’s Handbook: Finding and Exploiting Security Flaws, Dafydd
Stuttard and Marcus Pinto, 2011.

REFERENCE BOOK:
1. Black Hat Python: Python Programming for Hackers and Pentesters, Justin Seitz , 2014.
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https://www.amazon.in/Dafydd-Stuttard/e/B001JS8ORI?ref=sr_ntt_srch_lnk_1&qid=1658141275&sr=8-1
https://geni.us/QPs31TH

UNIT I

INTRODUCTION

PART-A
Q. No Questions CO. BT Level Complexity
' Mapping
1 What is ethical hacking? Co1 Understand Low
2 What are the different types of hackers? Co1 Understand Low
3 How _ W(_)uld_ a penetration tester help an co1 Understand Medium
organization improve security?
4 Why is it important to regularly perform co1 Understand Medium
vulnerability assessments?
Should companies allow ethical hackers to
5 conduct penetration tests regularly? Why or why Co1 Analyze Medium
not?
5 How does reconnaissance contribute to a col Understand Medium
successful penetration test?
What is the Computer Fraud and Abuse Act
7 (CFAA)? Co1 Understand Low
8 What is the GDPR’s role in cyber security? Co1 Understand Low
9 Name the four layers of the TCP/IP model? Co1 Remember Low
10 What is the role of the application layer? Co1 Understand Low
11 What is the difference between TCP and UDP? Co1 Understand Low
12 What is the role of the internet layer? Co1 Understand Low
13 What is the difference between IPv4 and IPv6? Co1 Understand Low
14 What is a DDoS attack? Co1 Understand Low
15 Define malware. Co1 Remember Low
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16 Why is end_pomt security important in an co1 Understand Medium
enterprise environment?

17 Define brute-force attack. COo1 Remember Low

18 What is physical security in cyber security? Co1 Understand Low

19 What are the different phases of ethical hacking? Co1 Understand Low
What is the Electronic Communications Privacy

20 Act (ECPA)? Co1 Understand Low

21 What is tailgating in cyber security? Co1 Understand Low

22 What is a sandbox in malware analysis? Co1 Understand Low

23 What is an ARP spoofing attack? Co1 Understand Low

PART-B
Q.No Questions €O BT Level Complexit

' Mapping plexity
Explain the importance of ethical hacking in i

1 . CO1 Understand Medium
cyber security.
Given a scenario where a hacker identifies a

5 system flaw without authorization and demands a coL Anal Medi
reward, classify the hacker as Black Hat, White natyze eI
Hat, or Gray Hat.

3 Explain the responsibilities of a penetration tester. CO1 Understand Medium
Design a cyber security strategy that incorporates

4 both penetration testing and vulnerability | CO1 Create High
assessments.
If you were conducting a penetration test, which

i h (black- hite- - :

5 testing approach (black-box, w |te_bo?<, o_r gr_ay col Understand Medium
box) would you choose for a financial institution,
and why?
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5 Explaln the purpose of each step in a penetration col Understand Medium
testing process.
How would you ensure compliance with legal and

7 ethical standards during a penetration test for a Co1 Understand Medium
multinational company?
Compare cyber security laws in different i

8 . CO1 Evaluate Medium
countries.

9 How do the OSI and TCP/IP models differ in
terms of their layer functions and overall design? Co1 Understand High
Explain common protocols in the application .

10 layer (HTTP, DNS, SMTP). Co1 Understand Medium

11 Explain three-way handshake in TCP. Co1 Understand Medium

12 Describe about IP fragmentation and reassembly. Co1 Understand Medium

13 Explaln. CIDR notation and sub netting in IP col Understand High
addressing.
Which network attack (MITM, SYN flood, ARP

14 spoofing) poses the greatest risk in modern Co1 Analyze High
networks, and why?

15 Explam_ in detail about d_lfferent types of malware col Understand Medium
and their attack mechanisms.

16 How do antivirus spftware and .other. security col Understand High
measures protect against malware infections?

17 How mt_ruder attacks are detected and mitigated co1 Understand High
— Explain.

18 Create a comprehens_lve phy_sl_cal security policy co1 Create High
for a company handling sensitive data.
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UNIT 11

FOOT PRINTING, RECONNAISSANCE AND SCANNING NETWORKS

Mrs. T. Sathiya Priya

J. ]J. College of Engineering and Technology, Trichy

PART-A
Q. No Questions co BT Level Complexit
' Mapping plextty
1 What is OSINT (Open Source Intelligence)? COo2 Understand Low
5 What |§ the difference between information and co?2 Understand Low
foot printing?
3 What is Google Hacking Database (GHDB)? Cco2 Understand Low
4 How does Trace route help in foot printing? CO2 Understand Low
5 What is Geo-tagging and how is it misused? CO2 Understand Low
6 What is the role of robots.txt in security? Cco2 Understand Low
. What |s_ t_he Q|ffer_ence between_legal and illegal co2 Understand Medium
competitive intelligence gathering?
3 th:lt |s. the psychological basis of social co2 Understand Low
engineering attacks?
9 What is the role of ICMP in network scanning? CO2 Understand Low
10 How does Netcat function in port scanning? CO2 Understand Low
11 What is a FIN scan and when is it used? CO2 Understand Medium
12 What is fragmentation scanning? CO2 Understand Medium
13 Define passive foot printing. CO2 Remember Low
14 What_ are the risks of foot printing in cyber co2 Understand Low
security?
Prepared by Page 12




15 What is Google Dorking? CO2 Understand Low
16 How czfm f:ache and archived web pages help in co?2 Understand Medium
foot printing?
17 What is the purpose of WHOIS lookup? CO2 Understand Low
18 What is Zone Transfer in DNS foot printing? Co2 Understand Low
19 What is social engineering reconnaissance? COo2 Understand Low
20 What_ is the_ role of_ _OSI_NT _(OpenSource cO?2 Understand Low
Intelligence) in competitive intelligence?
21 Define spear phishing. CO2 Remember Low
29 Hov_v dqes pre_textlng operate as a social co2 Understand Low
engineering tactic?
23 Hc_>w_wou|d y(_)u use Shodan to perform a foot co?2 Understand Medium
printing exercise on a target network?
04 D|ffer.ent|ate between active and passive co2 Understand Low
scanning.
Assess how well Zen map meets the needs of
25 network administrators in diverse Cco2 Analyze Medium
environments, and suggest improvements.
26 What is the difference between SYN scan and co2 Understand Low
FIN scan?
27 What is banner grabbing in scanning? CO2 Understand Low
28 What is decoy scanning and how does it work? CO2 Understand Low
PART-B
Q. No Questions €O BT Level Complexit
' Mapping plexity
1 Wha‘_[ is OSINT, and_how |s_|t applied in ethical co2 Understand Medium
hacking and penetration testing?
How do cybercriminals use foot printing
2 techniques, such as social media foot printing Cco2 Understand Medium
and email header analysis, to plan their attacks?
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3 How .can Google D(?rklng be used to identify co?2 Understand Medium
security weaknesses in a target system?
What types of information can an attacker
4 obtain from WHOIS records and how can it be CO2 Understand Medium
exploited?
How can social media foot printing be exploited .
> to facilitate identity theft? c0o2 Understand High
6 Hc_)w_can_ email header_ analysis be used for foot co2 Understand High
printing in cybersecurity?
; Explaln“ re.al-w<.)rld case studies . where co?2 Understand Medium
competitive intelligence was used unethically.
g Discuss phlshmg, vishing, and baiting are used co2 Understand Medium
for foot printing — How?
9 How do security pr(?fessmnals and atta_ck.ers use co2 Understand High
Shodan for reconnaissance and foot printing?
10 Expla.m in det:ful about the passive and active co?2 Understand Medium
scanning techniques.
11 Descr_lbe Steglth scanning and aggressive co?2 Understand Medium
scanning techniques.
12 How do network scanners detect live hosts in a co?2 Understand High
network.
How do foot printing help ethical hackers and .
13 cybercriminals. co2 Understand High
14 Discuss the Google Hacking techniques can be co?2 Understand Medium
used for reconnaissance.
Explain the following terms are used in the foot
15 printing -WHOIS, DNS lookup, and Reverse IP CO2 Understand Medium
lookup.
Explain the impact of social media intelligence .
16 . . CO2 Understand Medium
(SOCMINT) in cyber security.
17 Explain the r_ole of _en_1a|I tracl_<|ng and _emall cO?2 Understand Medium
header analysis help in information gathering.
How can businesses use foot printing to gather
18 competitive insights, and where should ethical CO2 Understand Medium
boundaries be drawn?
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19

Create a scenario-based training module that
illustrates how phishing, vishing, and baiting
can be used for foot printing, along with counter
measures.

CO2

Create

High

20

Analyze the strengths and limitations of using
tools like Maltego, the Harvester, and Recon-ng
for comprehensive foot printing.

CO2

Analyze

High

21

How does network scanning help in detecting
system vulnerabilities?

CO2

Understand

High

22

Compare Nmap, Netcat and Advanced IP
Scanner in network scanning.

CO2

Evaluate

Medium

23

What are the differences between TCP, UDP,
and stealth scanning techniques, and how do
they influence the outcomes of a penetration
test?

CO2

Understand

High

24

What advanced scanning techniques do
attackers use to evade IDS and firewalls?

CO2

Understand

Medium
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UNIT Il

ENUMERATION AND VULNERABILITY ANALYSIS

PART-A
Q.No Questions cO BT Level Complexit
' Mapping piextty
What is active enumeration vs passive
1 . COo3 Understand Low
enumeration?
What command is used for NetBIOS name
2 Cos3 Understand Low
lookup?
What is the purpose of an SNMP MIB
3 . Cos3 Understand Low
(Management Information Base)?
4 What is an LDAP distinguished name (DN)? CO3 Understand Low
What is Reverse DNS lookup, and how is it
5 . . Cos3 Understand Low
used in hacking?
What is the difference between penetration )
6 : y. CO3 Understand Medium
testing and vulnerability assessment?
- What is the Eternal Blue exploit, and why is it cO3 Medi
dangerous? Understand earum
8 What is Dirty COW vulnerability in Linux? CO3 Understand Low
What is a zero-day vulnerability in embedded
9 COo3 Understand Low
systems?
What tool is commonly used for NetBIOS
10 . COo3 Understand Low
enumeration?
11 What is the default port for SNMP? COos3 Understand Low
15 What is the purpose of SNMPv3 compared to cO3 Und g L
SNMPv1 and SNMPv2? nderstan ow
13 What is an LDAP query, and how is it used? CO3 Understand Medium
14 What is an LDAP injection attack? COos3 Understand Low
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How does an attacker use NTP enumeration to .

15 ) ) CO3 Understand Medium
gather information?

What are the VRFY and EXPN commands in

16 . CO03 Understand Low
SMTP enumeration?

How does SMTP enumeration help attackers i

17 . . ) . COo3 Understand Medium
identify valid email addresses?

PART-B
Q.No Questions cO BT Level Complexity

' Mapping P
Compare different enumeration techniques _

1 . ) CO3 Evaluate High
used in cyber security.

Explain in detail about the NetBIOS )

2 . CO3 Understand High
enumeration.

How SNMP vulnerabilities can lead to serious .

3 . COs3 Understand Medium
network attacks — Explain.

Compare LDAP enumeration and Active .

4 . . CO3 Evaluate High
Directory enumeration.

5 Explain in detailed about NTP enumeration. CO3 Understand Medium
Evaluate the root causes of real-world DNS

6 security failures and discuss the contributing CO3 Evaluate High
factors.

Compare different vulnerability assessment 4

7 . CO3 Evaluate High
methodologies.

3 How do attackers exploit Windows SMB cO3 Understand High
vulnerabilities and how to mitigate them. nderstan '9
Compare Linux privilege escalation techniques .

9 o CO3 Evaluate High
and how they can be mitigated.

Compare different enumeration techniques i

10 . . CO3 Evaluate High
used in cyber security.

How do NetBIOS enumeration help attackers in _

11 - . . CO3 Understand High
privilege escalation — Explain.

How can SNMP vulnerabilities be exploited to .

12 COo3 Understand Medium
launch network attacks?
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13

Compare LDAP enumeration and Active
Directory enumeration.

CO3

Evaluate

High

14

Given a network with time synchronization
issues, describe how you would conduct NTP
enumeration to uncover potential
vulnerabilities.

CO3

Understand

Medium

15

Discuss real-world attacks caused due to
improper DNS security.

CO3

Understand

High

16

Design a new vulnerability assessment
methodology that incorporates dynamic threat
intelligence and continuous monitoring.

CO3

Create

High

17

How can Windows SMB vulnerabilities be
identified and mitigated in a controlled lab
environment?

CO3

Understand

Medium

18

How do Linux privilege escalation techniques
differ from one another, and what common
mitigations exist?

CO3

Understand

Medium

19

Design a training module using case studies of
embedded OS vulnerabilities to educate
security professionals on emerging threats and
countermeasures.

CO3

Create

High
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UNIT IV

SYSTEM HACKING

PART-A
Q. No Questions CO. BT Level |[Complexity

' Mapping
List two primary components of a web

1 I . . . CO4 Remember Low
application and briefly state their functions.
Define “vulnerability” in the context of web

2 CO4 Remember Low
servers.
Name two common web server vulnerabilities

3 d CO4 Remember Low
that attackers often exploit.
List two essential components of a wireless

4 CO4 Remember Low
network.

5 Define wardriving. CO4 Remember Low
List two encryption protocols commonly used to

6 . CO4 Remember Low
secure wireless networks.
What is the primary function of a wireless sniffer

7 CO4 Understand Low
tool?
What is the basic function of the HTTP protocol

8 . N CO4 Understand Low
in web communication?
Mention the one vulnerability related to session

9 . . CO6 Remember Low
management in web applications.
State the primary function of a Web Application

10 . CO4 Remember Low
Firewall.
What is the purpose of MAC address spoofing in .

11 . CO4 Understand High
wireless attacks.
What is the XSS and its potential impact on web

12 . CO4 Understand Low
security?

13 What is the Cross-Site Request Forgery (CSRF)? CcO4 Understand Low
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PART-B

Q.No

Questions

CO
Mapping

BT Level

Complexity

Explain the purpose of a web vulnerability
scanner in testing web applications.

CO4

Understand

Medium

How a database server functions as part of a web
application — Explain.

CO4

Understand

Medium

Analyze a hypothetical web server attack by
detailing how specific vulnerabilities in web
application components can be exploited by
attackers.

CO4

Analyze

Medium

Evaluate and compare the tools used by web
attackers with those used by security testers, and
propose enhancements to improve their
effectiveness in real-world scenarios.

CO6

Evaluate

Medium

Design a comprehensive security strategy to
protect a web server against common
vulnerabilities, including aspects like patch
management and intrusion detection.

CO4

Create

High

Discuss the typical attack sequence in a web
server hacking incident, detailing phases such as
reconnaissance,  exploitation, and  post-
exploitation activities.

CO4

Understand

Medium

Critically evaluate current web server security
policies and propose a set of enhancements to
minimize the risk of web attacks.

CO4

Evaluate

Medium

Analyze various wireless hacking techniques
including wardriving and discuss how attackers
use these methods to discover and exploit
wireless network vulnerabilities.

CO4

Analyze

Medium

Evaluate different tools used for wireless hacking
and design a mitigation strategy to defend against
these tools effectively.

CO6

Evaluate

Medium

10

Develop a comprehensive wireless network
security plan that addresses identified
vulnerabilities, incorporating both physical and
logical security measures.

CO4

Create

High
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11

Discuss a real-world case study of a wireless
network attack, identifying the vulnerabilities
exploited and evaluating the steps taken for
remediation.

CO6

Understand

Medium

12

Design an advanced wireless intrusion detection
system (WIDS) framework, detailing its
components and explaining how it differentiates
between benign and malicious activities.

CO4

Create

High

13

Develop a comprehensive defense strategy for a
corporate wireless network that addresses both
physical and logical vulnerabilities.

CO6

Create

High
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UNIT V

NETWORK PROTECTION SYSTEMS

PART-A
: CO .
Q.No Questions . BT Level | Complexity
Mapping
1 What is an Access Control List (ACL)? CO5 Understand Low
5 What is the difference between Standard ACL CO5 Und d L
and Extended ACL? nderstan ow
What is a Cisco ASA Firewall, and how does it
3 CO5 Understand Low
work?
What are the main features of a Cisco ASA
4 . CO5 Understand Low
firewall?
5 Name two firewall configuration analysis tools. CO5 Remember Low
What is the role of risk analysis in firewall
6 . CO5 Understand Low
security?
7 Differentiate between IDS and IPS. CO5 Understand Low
3 What is the primary function of an Intrusion CO5 Understand L
Prevention System (IPS)? " R
9 What is the difference between NIDS and HIDS? CO5 Understand Low
10 How does Host-Based IDS (HIDS) detect threats? CO5 Understand Low
11 What is web filtering, and why is it used? CO5 Understand Low
12 Name two web filtering techniques. CO5 Remember Low
13 What is the role of a Security Incident Response CO5 Understand L
Team (SIRT)? naerstan ow
14 What are the primary responsibilities of a CSIRT COS Understand L
(Computer Security Incident Response Team)? nderstan ow
15 What is a honeypot in cyber security? CO5 Understand Low
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What is the difference between a low-interaction
16 L . CO5 Understand Low
and high-interaction honeypot?
PART-B
. CO :
Q. No Questions ) BT Level | Complexity
Mapping
Explain the types of ACLs and their role in

1 P _yp CcO5 Understand Medium
network security.

5 How do ACLs enhance network security, and Understand High
what are their limitations? CO5 naerstan '9
Describe the architecture of Cisco ASA Firewall .

3 . . CcO5 Understand Medium
and its working.

A How to configure a Cisco ASA firewall for Understand High
maximum security — Explain? CO5 naerstan '9

5 Compare various firewall risk analysis tools and EValuat High
their effectiveness. CO5 @ '9
Discuss the advantages and disadvantages of IDS )

6 CcO05 Understand Medium
vs. IPS.

Explain the working of a Network-Based IDS

7 (NIDS) and Host-Based IDS (HIDS) with CcO5 Understand Medium
examples.

3 Discuss the role of web filtering in cyber security Understand High
and different filtering techniques. CO5 haerstan '9
Explain the incident response process followed by )

9 . CO5 Understand Medium
security teams.

How do organizations set up an effective

10 Computer Security Incident Response Team CcO5 Understand High
(CSIRT)?

1 How do honeypots assist in detecting intrusions Understand High
and analyzing cyberattacks? CO5 naerstan '9

12 Compare honey nets and honeypots in terms of Evaluat High
cyber security defense. CO5 valuate '9
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THANK YOU

ALL THE BEST
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