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VISION: 

To become a globally recognized ‘Centre of Academic Excellence’ providing Quality 

Education to all students. 

MISSION: 

To provide Quality Education in the fields of Engineering, Management, Information 

Technology and other Engineering areas. 

VISION: 

To develop eminent engineers, researchers and entrepreneurs in the areas of Computer 

Science & Engineering and Cyber Security with exceptional technical expertise, skills 

and ethical values, capable of providing innovative solutions to national and global 

needs. 

. 

MISSION: 

M1   :    To create a study environment where all academicians, entrepreneurs, researchers             

are  brought together. 

M2   :     To create perpetual learning environment for students and faculty members 

              establish  research  centre and conduct researches in emerging areas. 

      M3  :     To create a platform for socially relevant technical and domain researches through         

funded projects. 
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PROGRAM EDUCATIONAL OBJECTIVES (PEOs) 

PEO1 
Apply their technical competence in computer science to solve real world problems, 

with technical and people leadership. 

PEO2 Conduct cutting edge research and develop solutions on problems of social relevance. 

PEO3 
Work in a business environment, exhibiting team skills, work ethics, adaptability and 

lifelong learning. 

 

PROGRAM OUTCOMES (POs) 

   PO1 

Engineering knowledge: Apply the knowledge of mathematics, science, engineering 

fundamentals, and an engineering specialization to the solution of complex engineering 

problems. 

PO2 

Problem analysis: Identify, formulate, review research literature, and analyze complex 

engineering problems reaching substantiated conclusions using first principles of 

mathematics, natural sciences, and engineering sciences. 

PO3 

Design/development of solutions: Design solutions for complex engineering 

problems and design system components or processes that meet the specified needs 

with appropriate consideration for the public health and safety, and the cultural, 

societal, and environmental considerations. 

PO4 
Conduct investigations of complex problems: Use research-based knowledge and 

research methods including design of experiments, analysis and interpretation of data, 

and synthesis of the information to provide valid conclusions. 

PO5 
Modern tool usage: Create, select, and apply appropriate techniques, resources, and 

modern engineering and IT tools including prediction and modeling to complex 

engineering activities with an understanding of the limitations. 

   PO6 
The engineer and society: Apply reasoning informed by the contextual knowledge to 

assess societal, health, safety, legal and cultural issues and the consequent 

responsibilities relevant to the professional engineering practice. 

PO7 
Environment and sustainability: Understand the impact of the professional 

engineering solutions in societal and environmental contexts, and demonstrate the 

knowledge of, and need for sustainable development. 
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PO8 
Ethics: Apply ethical principles and commit to professional ethics and responsibilities 

and norms of the engineering practice. 

PO9 Individual and team work: Function effectively as an individual, and as a member or 

leader in diverse teams, and in multidisciplinary settings. 

PO10 

Communication: Communicate effectively on complex engineering activities with the 

engineering community and with society at large, such as, being able to comprehend 

and write effective reports and design documentation, make effective presentations, 

and give and receive clear instructions. 

PO11 

Project management and finance: Demonstrate knowledge and understanding of the 

engineering and management principles and apply these to one’s own work, as a 

member and leader in a team, to manage projects and in multidisciplinary 

environments. 

PO12 
Life-long learning: Recognize the need for, and have the preparation and ability to 

engage in independent and life-long learning in the broadest context of technological 

change. 

 

  

 

PROGRAM SPECIFIC OUTCOMES (PSOs) 

 

PSO1 
Exhibit design and programming skills to build and automate business solutions 

using cutting edge technologies. 

PSO2 
Strong theoretical foundation leading to excellence and excitement towards research, 

to provide elegant solutions to complex problems. 

PSO3 
Ability to work effectively with various engineering fields as a team to design, build 

and develop system applications. 
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CCS362                            SECURITY AND PRIVACY IN CLOUD                             L T P C 

                      2  0  2 3 

COURSE OBJECTIVES: 

 To Introduce Cloud Computing terminology, definition & concepts  

 To understand the security design and architectural considerations for Cloud  

 To understand the Identity, Access control in Cloud 

 To follow best practices for Cloud security using various design patterns 

 To be able to monitor and audit cloud applications for security 

UNIT I       FUNDAMENTALS OF CLOUD SECURITY CONCEPTS                             7  

Overview of cloud security- Security Services - Confidentiality, Integrity, Authentication, 

Nonrepudiation, Access Control - Basic of cryptography - Conventional and public-key 

cryptography, hash functions, authentication, and digital signatures.    

UNIT II      SECURITY DESIGN AND ARCHITECTURE FOR CLOUD                        6  

Security design principles for Cloud Computing - Comprehensive data protection - End-to-end 

access control - Common attack vectors and threats - Network and Storage - Secure Isolation 

Strategies - Virtualization strategies - Inter-tenant network segmentation strategies - Data 

Protection strategies: Data retention, deletion and archiving procedures for tenant data, 

Encryption, Data Redaction, Tokenization, Obfuscation, PKI and Key. 

UNIT III    ACCESS CONTROL AND IDENTITY MANAGEMENT                                6  

Access control requirements for Cloud infrastructure - User Identification - Authentication and 

Authorization - Roles-based Access Control - Multi-factor authentication - Single Sign-on, 

Identity Federation - Identity providers and service consumers - Storage and network access 

control options - OS Hardening and minimization - Verified and measured boot - Intruder 

Detection and prevention. 

UNIT IV    CLOUD SECURITY DESIGN PATTERNS                                                        6  

Introduction to Design Patterns, Cloud bursting, Geo-tagging, Secure Cloud Interfaces, Cloud 

Resource Access Control, Secure On-Premise Internet Access, Secure External Cloud. 

UNIT V      MONITORING, AUDITING AND MANAGEMENT                                        5  

Proactive activity monitoring - Incident Response, Monitoring for unauthorized access, malicious 

traffic, abuse of system privileges - Events and alerts - Auditing – Record generation, Reporting 

and Management, Tamper-proofing audit logs, Quality of Services, Secure Management, User 

management, Identity management, Security Information and Event Management.  

                                                                                                    

TOTAL : 30 PERIODS                                                                                                                                                                                                    
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COURSE OUTCOMES:  

   At the end of this course, the students will be able to:  

 

CO1 Understand the cloud concepts and fundamentals. 

CO2 Explain the security challenges in the cloud. 

CO3 Define cloud policy and Identity and Access Management. 

CO4 Understand various risks and audit and monitoring mechanisms in the cloud. 

CO5 Define the various architectural and design considerations for security in the cloud. 

 

 

 

CO’s-PO’s & PSO’s MAPPING 

 

CO’s 
PO’s PSO’S 

PO1 PO2 PO3 PO4 PO5 PO6 PO7 PO8 PO9 PO10 PO11 PO12 PSO1 PSO2 PSO3 

1 3 3 3 1 2 - - - 1 1 1 3 3 1 2 

2 1 3 2 3 1 - - - 2 2 3 2 3 1 2 

3 3 2 2 3 2 - - - 3 1 1 2 2 3 1 

4 2 1 2 3 3 - - - 3 2 3 3 1 1 2 

5 2 2 2 - 3 - - - 2 3 3 2 2 3 2 

Avg 2 2.4 2.4 2.2 1.8 - - - 2.2 1.8 2.2 2.4 2.2 1.8 1.8 

 

                   1-Low; 2-Medium; 3-High; ‘-‘– No correlation 
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TEXT BOOKS : 

1. Raj Kumar Buyya , James Broberg, Andrzej Goscinski, “Cloud Computing”,Wiley 2013. 

2. Dave shackleford, “Virtualization Security‖, SYBEX a wiley Brand 2013. 

           3.   Mather, Kumaraswamy and Latif, “Cloud Security and Privacy‖, OREILLY 2011. 

 

REFERENCE BOOKS : 

  1.  Mark C. Chu-Carroll “Code in the Cloud‖,CRC Press, 2011.  

  2. Mastering Cloud Computing Foundations and Applications Programming Rajkumar Buyya, 

Christian Vechhiola, S. ThamaraiSelvi. 
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UNIT I 

FUNDAMENTALS OF CLOUD SECURITY CONCEPTS 

PART -A 

Q. 

No 
Questions 

CO 

Mapping 
BT Level Complexity 

1  Define cloud security. 
 

CO1 Remember Low 

2  What is confidentiality in cloud security? 
 

CO1 Understand Low 

3   Mention any two goals of cryptography. CO1 Remember Low 

4 
 What is access control in the context of cloud     

computing? 
 

CO1 Understand Low 

5 
    Differentiate between conventional and                                    

public-key cryptography. 
CO1 Understand Low 

6   Define a hash function. CO1 Remember Low 

7 
 What is the role of authentication in cloud    

security? 
 

CO1 Understand Medium 

8  What is non-repudiation? 
 

CO1 Understand Low 

9   Define digital signature. CO1 Remember Low 

10 
    State any two differences between symmetric   

and asymmetric encryption. 
CO1 Remember Low 

11 
 What is integrity in the context of cloud   

security? 
 

CO1 Understand Medium 

12 Mention any two threats to cloud security. 
 

CO1 Remember Low 
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PART B 

Q.No Questions 
CO 

Mapping 
BT Level Complexity 

1 

(i) Describe in detail the basic concepts of 

cryptography. 

(ii) Explain the difference between 

conventional and public-key cryptography 

with suitable examples. 

CO1 Understand  Medium 

2 

 

Analyze the security services provided in cloud 

computing – confidentiality, integrity, 

authentication, non-repudiation, and access 

control. 

CO1 Analyze  Medium 

3 

Discuss hash functions and their importance 

in cloud security. How are they used in 

authentication and digital signatures? 
 

CO1 Understand  Medium 

4 

What is cloud security? Explain the various 

security mechanisms used to ensure safe data 

storage and transmission in the cloud. 

CO1 Understand  Medium 

    5 

Elaborate on the importance of digital 

signatures in cloud environments. How do 

they ensure authentication and integrity? 
 

CO1 Understand High 

6 
Compare and contrast symmetric and 

asymmetric cryptography.  
 

CO1   Evaluate  High 

7 

Discuss how public-key infrastructure (PKI) is 

used for secure communication in cloud 

environments. 
 

CO1 Understand  Medium 

8 

What is cryptography? Explain various 

cryptographic techniques used to enhance 

cloud security. 

CO1 Understand Medium 
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UNIT II 

SECURITY DESIGN AND ARCHITECTURE FOE CLOUD 

PART -A 

Q. No Questions 
CO 

Mapping 
BT Level Complexity 

  1  Define secure isolation in cloud computing. CO2 Remember Low 

2 What is data tokenization? 
 

CO2 Understand Low 

3 
Mention common attack vectors in cloud 

environments. 
 

CO2 Remember Low 

4 What is the purpose of data redaction? CO2 Understand Low 

5 Define inter-tenant network segmentation. 
 

CO2 Remember Low 

6 
List out the data protection strategies used in 

the cloud. 
CO2 Remember Medium 

7 What do you mean by data retention policy? CO2 Understand Low 

8 
Mention any two principles of security design 

for cloud computing. 
CO2 Remember Low 

9 
What is obfuscation in the context of cloud 

security? 
 

CO2 Understand Medium 

10 
What is the role of virtualization in cloud 

security? 
 

CO2 Understand Low 

11 
What is the significance of key management 

in cloud security? 
CO2 Understand Medium 

12 
Differentiate between data encryption and 

data obfuscation. 
CO2 Understand Low 
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PART B 

Q. No Questions 
CO 

Mapping 
BT Level Complexity 

1 

Explain the security design principles for cloud      

computing. Discuss how they help in mitigating 

risks. 

CO2 Understand Medium 

2 

Discuss comprehensive data protection strategies 

in cloud. Include encryption, tokenization, 

redaction, and obfuscation. 
 

CO2 Understand Medium 

3 
Describe common attack vectors and threats in    

cloud computing. How can they be mitigated? 
CO2 Understand Medium 

4 
Explain secure isolation and inter-tenant network 

segmentation strategies with examples. 
CO2 Understand Medium 

5 

What are the different virtualization strategies in 

cloud security architecture? Explain with an 

example. 

CO2 Understand Medium 

6 
Explain how access control is implemented end 

to-end in a multi-tenant cloud environment. 
CO2 Understand Medium 

7 
What is PKI? Identify the role of PKI and key 

management in securing cloud communication. 
CO2 Analyze High 

8 
Write a detailed note on cloud storage security 

architecture. 
CO2 Understand Medium 

9 

Explain the common cloud attack vectors and 

threats. How can security architecture be 

designed to mitigate these threats? 
 

CO2 Understand Medium 

10 

 How can encryption, tokenization, and             

obfuscation be used together for robust cloud data 

protection? 

CO2 Understand Medium 
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UNIT III 

ACCESS CONTROL AND IDENTITY MANAGEMENT 

PART –A 

Q. No Questions 
CO 

Mapping 
BT Level Complexity 

  1 
What is the purpose of user identification in 

cloud infrastructure? 
CO3 Understand Low  

2 
Differentiate between authentication and 

authorization. 
CO3 Understand Low  

3 
What is Role-based Access Control and how is 

it beneficial? 
CO3 Understand Medium 

4 
Give an example of two factors used in multi-

factor authentication. 
 

CO3 Understand Low 

5 
What is Single Sign-On (SSO) and how does 

it help users? 
 

CO3 Understand Low  

6 What is identity federation in cloud security? CO3 Understand Low 

7 
Define identity providers and service 

consumers in identity management. 
CO3 Remember Medium 

8 
Name two storage access control mechanisms 

used in cloud environments. 
 

CO3 Remember Low 

9 
What is the function of network access control 

in cloud security? 
 

CO3 Understand Low  

10 
What is OS hardening? Mention one method to 

achieve it. 
CO3 Understand Medium  

11 Why is OS minimization important in cloud 

systems? 
 

CO3 Understand Low 

12 What is verified boot and how does it enhance 

system security? 
 

CO3 Understand Low 

13 
What is the difference between verified boot 

and measured boot? 
CO3 Understand Low 

14 What is the main function of an Intrusion 

Detection System? 
 

CO3 Understand Low 
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PART B 

Q. No Questions 
CO 

Mapping 
BT Level Complexity 

1 

Explain the components and significance of 

access control in cloud infrastructure. Discuss 

user identification, authentication, and 

authorization mechanisms with suitable 

examples. 

CO3 Understand Medium 

2 

Describe Role-Based Access Control (RBAC) 

in detail. How is it implemented in cloud 

systems? What are its advantages and 

limitations? Give real-world cloud examples. 

CO3 Understand Medium 

3 

Compare and contrast the Multi-Factor 

Authentication, Single Sign-On, and Identity 

Federation. How do these mechanisms 

contribute to strengthening cloud security? 

CO3 Evaluate High 

4 

Discuss the roles of Identity Providers and 

Service Providers in federated identity 

management. How do protocols like SAML 

and OAuth support this system? 
 

CO3 Understand Medium 

5 

What is OS hardening and OS minimization?    

Describe best practices and tools used to 

secure operating systems in cloud 

environments. 

CO3 Understand Medium 

6 

Explain the concepts of verified boot and 

measured boot. How do these techniques 

enhance trust and integrity in the cloud 

environment?  
 

CO3 Understand Medium 
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7 

Describe Intrusion Detection and Prevention 

Systems in the context of cloud 

infrastructure. What are the different types, 

and how can they be deployed effectively in 

the cloud? 
 

CO3 Understand Medium 

8 

Design a cloud security framework that 

includes access control, identity 

management, OS security, and threat 

detection mechanisms.  
 

CO3 Create High  

9 

 Design a secure access control policy for a       

cloud service provider handling healthcare 

data. Include roles, authentication methods, 

and access rules. 

CO3 Create High 

10 

Evaluate the effectiveness of Single Sign-On 

and Identity Federation in large-scale 

enterprise cloud environments. Discuss their 

security trade-offs. 

CO3 Evaluate High 
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UNIT IV 

CLOUD SECURITY DESIGN PATTERNS 

PART -A 

Q. No Questions 
CO 

Mapping 
BT Level Complexity 

1 
What is a design pattern in software   

architecture? 
CO4 Understand Low 

2 
 Mention two commonly used cloud design  

patterns. 
CO4 Remember Low 

3 
What is cloud bursting in hybrid cloud 

deployment? 
 

CO4 Understand Medium 

4 
What is geo-tagging and how is it used in       

cloud applications? 
CO4 Understand Medium 

5 
What is the importance of secure APIs in 

cloud computing? 
CO4 Understand Low 

6 
What is the goal of cloud resource access 

control? 
 

CO4 Understand Low 

 

7 

 

What is secure on-premise internet access and 

why is it important in cloud setups? 
CO4 Understand Medium 

8 What does secure external cloud mean? 
 

CO4 Understand Low 

9 
Mention one tool or method to ensure secure   

internet access from on-premise systems. 
CO4 Remember Medium 

10 
Name two types of access control 

mechanisms used in cloud environments. 
CO4 Remember Low 

 

PART B 

Q.No Questions 
CO 

Mapping 
BT Level Complexity 

1 
Explain the role of cloud design patterns in 

building scalable and secure cloud 

applications. 
 

CO4 Understand Medium 
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2 

Describe the concept of cloud bursting. Design 

a scenario where cloud bursting can be 

implemented effectively and justify the design. 
 

CO4 Understand Medium 

3 

Illustrate the use of geo-tagging in cloud-based 

services. Evaluate the privacy and security 

concerns involved. 
 

CO4 Analyze  High 

4 

Design a secure cloud interface architecture. 

Justify the inclusion of security layers such as 

API gateways and encryption. 

CO4 Create High 

5 

Determine a comprehensive access control 

strategy for a multi-tenant cloud environment. 

Include role, policy, and identity-based 

controls. 

CO4 Create High 

6 

Describe the architecture and methods to 

achieve secure internet access from on-premise 

environments connected to cloud. 

CO4 Understand Medium 

7 
Enumerate the benefits and risks of using geo-

tagging in cloud applications. 
 

CO4 Understand Medium 

8 

Discuss the impact of design patterns on 

building fault-tolerant and scalable cloud 

applications. 
 

CO4 Understand Medium 

9 
Discuss how geo-tagging improves cloud 

services and the associated privacy concerns. 
 

CO4 Understand Medium 

10 

Discuss the differences between user-level, 

service-level, and application-level access 

controls in cloud systems. 

CO4 Understand Medium 

11 

Discuss a multi-layered approach to securing 

data and applications hosted on external cloud 

platforms. 

CO4  Understand  Medium 
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UNIT V 

MONITORING, AUDITING AND MANAGEMENT 

PART -A 

Q. No Questions 
CO 

Mapping 
BT Level Complexity 

1 
 What is proactive activity monitoring, and    

why is it important in cloud security? 
CO5 Understand Medium 

2 
What is the role of incident response in cloud 

security? 
 

CO5 Understand Low 

3 
 How can unauthorized access be detected in      

cloud environments? 
CO5 Understand Low 

4 
What are some common methods to monitor 

and prevent malicious traffic in the cloud? 
 

CO5 Understand Low 

5 
What is meant by the abuse of system 

privileges, and how can it be prevented? 
 

CO5 Understand Medium 

6 
What is the difference between an event and 

an alert in security monitoring? 
CO5 Understand Low 

7 
Why is auditing essential for maintaining 

cloud security? 
CO5 Understand Medium 

8 
Name the significance of record generation in 

the auditing process. 
 

CO5 Remember Low 

9 
List the role of reporting in security 

management. 
 

CO5 Remember Low 

10 
What are tamper-proof audit logs, and why are 

they critical in cloud security? 
CO5 Understand Medium 

11 
How does Quality of Service (QoS) relate to 

cloud security? 
CO5 Understand Low 

12 
What practices can be implemented for secure 

management of cloud resources? 
     CO5 Understand Low 
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13 
Why is user management a critical aspect of 

cloud security? 
     CO5 Understand Medium 

14 
How does identity management contribute to 

maintaining security in cloud environments? 
     CO5 Understand  Medium 

15 
What is Security Information and Event 

Management (SIEM), and why is it important? 
     CO5 Understand Low 

 

PART B 

Q. No Questions 
CO 

Mapping 
BT Level Complexity 

1 

(i) Explain the concept of proactive activity 

monitoring in cloud environments. 

(ii) Identify the tools and methods used to 

monitor activities in real-time to prevent 

security incidents. 

CO5 Analyze  High 

2 
Discuss the key stages in an incident response 

plan for cloud security. How do you ensure that 

an incident response plan is effective? 
 

CO5 Understand  Medium 

3 

(i) Describe the methods used for monitoring 

unauthorized access in a cloud infrastructure. 

(ii) Distinguish between legitimate and 

unauthorized access attempts. 

CO5 Analyze  High 

4 
Explain how malicious traffic is identified and 

mitigated in cloud environments. 
 

CO5 Understand  Medium 

5 

Discuss the various tools and techniques for 

detecting and preventing attacks like DDoS or 

SQL injections. 

CO5 Understand  Medium 

6 

Discuss the concept of abuse of system 

privileges in cloud systems. Explain how 

privilege escalation is detected and prevented, 

including best practices and tools for mitigating 

this risk. 
 

CO5 Understand  Medium 
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7 

Describe the auditing process for cloud 

environments. What are the key components of 

an effective auditing strategy? 
 

CO5 Understand       High 

8 
Explain the importance of Quality of Service 

(QoS) in cloud computing. 
CO5 Understand Medium 

9 

How does QoS impact security, and what 

measures can be taken to ensure optimal service 

delivery in a cloud environment? 

CO5 Understand  Medium 

10 

Discuss the best practices for secure 

management of cloud resources. Include access 

control, encryption, and network segmentation 

CO5 Understand  Medium 

11 

Explain the role of user management in cloud 

security. How do role-based access control  and 

attribute-based access control  help in managing 

user access? 
 

CO5 Understand Medium 

12 
Describe the role of Security Information and 

Event Management  in cloud security. 
CO5 Understand Medium 

13 

Explain how monitoring for both unauthorized 

access and malicious traffic can be integrated 

into a unified security strategy. 
 

CO5 Understand Medium 

14 
Discuss the process of generating, storing, and 

reporting audit logs in a cloud environment 
 

CO5 Understand Medium 
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THANK YOU 

 

 

ALL THE BEST 
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