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INSTITUTE VISION & MISSION

VISION:

To become a globally recognized “Centre of Academic Excellence” providing Quality

Education to all students.

MISSION:

To provide Quality Education in the fields of Engineering, Management, Information,
Technology and other Engineering areas.

DEPARTMENT VISION & MISSION

VISION:

To develop eminent engineers, researchers and entrepreneurs in the areas of
Computer Science & Engineering and Cyber Security with exceptional
technical expertise, skills and ethical values, capable of providing innovative
solutions to national and global needs.

MISSION:
M1 : To create a study environment where all academicians, entrepreneurs, researchers are
brought together.
M2 : To create perpetual learning environment for students and faculty members establish

research centre and conduct researches in emerging areas.

M3 : To create a platform for socially relevant technical and domain researches through
funded projects.
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PROGRAM EDUCATIONAL OBJECTIVES (PEOQOs)

Apply their technical competence in computer science to solve real world problems,
PEOL with technical and people leadership.
PEO?2 Conduct cutting edge research and develop solutions on problems of social relevance.
Work in a business environment, exhibiting team skills, work ethics, adaptability and
PEO3 lifelong learning.

PROGRAM OUTCOMES (POs):

Engineering knowledge: Apply the knowledge of mathematics, science, engineering
PO1 fundamentals, and an engineering specialization to the solution of complex engineering

problems.

Problem analysis: Identify, formulate, review research literature, and analyze

complex engineering problems reaching substantiated conclusions using first principles

PO2 of mathematics, natural sciences, and engineering sciences.

Design/development of solutions: Design solutions for complex engineering
problems and design system components or processes that meet the specified needs with
PO3 appropriate consideration for the public health and safety, and the cultural, societal, and

environmental considerations.

Conduct investigations of complex problems: Use research-based

PO knowledge and research methods including design of experiments, analysis and

interpretation of data, and synthesis of the information to provide valid conclusions.

Modern tool usage: Create, select, and apply appropriate techniques, resources,

PO5 and modern engineering and IT tools including prediction and modeling to complex

engineering activities with an understanding of the limitations.

The engineer and society: Apply reasoning informed by the contextual knowledge
PO6 toassess societal, health, safety, legal and cultural issues and the

consequent responsibilities relevant to the professional engineering practice.
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Environment and  sustainability:Understand the impact of the professional
PO7 engineering solutions in societal and environmental contexts, and demonstrate the

knowledge of, and need for sustainable development.

Ethics: Apply ethical principles and commit to professional ethics and responsibilities

PO8 and norms of the engineering practice.
Individual and team work: Function effectively as an individual, and as a member
PO9 or leader in diverse teams, and in multidisciplinary settings.
Communication: Communicate effectively on complex engineering activities with
the engineering community and with society at large, such as, being able to comprehend
PO10 and write effective reports and design documentation, make effective presentations, and
give and receive clear instructions.
Project  management and finance: Demonstrate knowledge and
understanding of the engineering and management principles and apply these to one’s
PO11

own work, as a member and leader in a team, to manage projects and in multidisciplinary

environments.

Life-long learning: Recognize the need for, and have the preparation and ability to
PO12 | engage in independent and life-long learning in the broadest context of

technological change.

PROGRAM SPECIFIC OUTCOMES (PSOs):

Exhibit design and programming skills to build and automate business solutions using
PSO1 cutting edge technologies.

Strong theoretical foundation leading to excellence and excitement towards research,
PSO2 to provide elegant solutions to complex problems.
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CCS372 WEB APPLICATION SECURITY LTPC

2 02 3
COURSE OBJECTIVES:

¢ To understand the fundamentals of web application security

e To focus on wide aspects of secure development and deployment of web applications
e To learn how to build secure APIs

e To learn the basics of vulnerability assessment and penetration testing

e To get an insight about Hacking techniques and Tools

UNIT1 FUNDAMENTALS OF WEB APPLICATION SECURITY 6
The history of Software Security-Recognizing Web Application Security Threats, Web Application Security,
Authentication and Authorization, Secure Socket layer, Transport layer Security, Session Management-Input
Validation

UNIT Il SECURE DEVELOPMENT AND DEPLOYMENT 5
Web Applications Security - Security Testing, Security Incident Response Planning, The Microsoft Security

Development Lifecycle (SDL), OWASP Comprehensive Lightweight Application Security Process
(CLASP), The Software Assurance Maturity Model (SAMM)

UNIT 11l SECURE API DEVELOPMENT 6

API Security- Session Cookies, Token Based Authentication, Securing Natter APIs: Addressing threats with
Security Controls, Rate Limiting for Availability, Encryption, Audit logging, Securing service-to-service
APIs: APl Keys, OAuth2, Securing Microservice APIs: Service Mesh, Locking Down Network

Connections, Securing Incoming Requests.

UNIT IV VULNERABILITY ASSESSMENT AND PENETRATION TESTING 6

Vulnerability Assessment Lifecycle, Vulnerability Assessment Tools: Cloud-based vulnerability scanners,
Host-based vulnerability scanners, Network-based vulnerability scanners, Database based vulnerability
scanners, Types of Penetration Tests: External Testing, Web Application Testing, Internal Penetration

Testing, SSID or Wireless Testing, Mobile Application Testing.

UNIT V HACKING TECHNIQUES AND TOOLS 7
Social Engineering, Injection, Cross-Site Scripting (XSS), Broken Authentication and Session Management,
Cross-Site Request Forgery, Security Misconfiguration, Insecure Cryptographic Storage, Failure to Restrict

URL Access, Tools: Comodo, OpenVAS, Nexpose, Nikto, Burp Suite, etc
TOTAL: 45 PERIODS
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COURSE OUTCOMES

On completion of this course, the students expected to be able to:
CO1 Understanding the basic concepts of web application security and the need for it
cO? Be acquainted with the process for secure development and deployment of web
applications
CO3 Acquire the skill to design and develop Secure Web Applications that use
Secure APIs
co4 Be able to get the importance of carrying out vulnerability assessment and
penetration testing
CO5 Acquire the skill to think like a hacker and to use hackers tool sets
CO’s —PO’s & PSO’s MAPPING
Correlation of COs with POs / PSOs
COs | PO1 | PO2 | PO3 PO4 PO5 PO6 PO7 | PO8 | PO9 | PO10 | PO1l | PO12 | PSO1 | PSO2
1 2 3
co1
Cco2 2 1 1 2 2
coz3| 1 2 3 1 3 3 2
cosa| 2 1 3 1 2 1 2 2
cos | 2 3 2 1 1 |2 1 2 3
AvG | 167 | 2 | 267 1 2 | 133 1 22 | 233| 25
3—High; 2—Medium; 1 - Low
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TEXT BOOKS

1. Andrew Hoffman, Web Application Security: Exploitation and Countermeasures for
Modern Web Applications, First Edition, 2020, O’Reilly Media, Inc.

2. Bryan Sullivan, Vincent Liu, Web Application Security: A Beginners Guide,
2012, The McGraw-Hill Companies.

3. Neil Madden, API Security in Action, 2020, Manning Publications Co., NY, USA.

REFERENCE BOOKS

1. Michael Cross, Developer’s Guide to Web Application Security, 2007, Syngress
Publishing, Inc.

2. Ravi Das and Greg Johnson, Testing and Securing Web Applications, 2021,
Taylor & Francis Group, LLC.

3. Prabath Siriwardena, Advanced API Security, 2020, Apress Media LLC, USA.

4. Malcom McDonald, Web Security for Developers, 2020, No Starch Press, Inc.

5. Allen Harper, Shon Harris, Jonathan Ness, Chris Eagle, Gideon Lenkey, and Terron
Williams Grey Hat Hacking: The Ethical Hacker’s Handbook, Third Edition, 2011,
The McGraw-Hill Companies.
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UNIT-—1

FUNDAMENTALS OF WEB APPLICATION SECURITY

PART-A
. CO :
Q.No Questions . BT Level Complexity
Mapping
1 Define Software Security. co1 Remember Low
5 What is Web Application Security? co1 Understand Low
3 List any two web application security threats. co1 Remember Low
4 | What is Authentication in web security? co1 Understand Low
What is Authorization, and how does it differ
5 from Authentication? col N ke Low
6 | Whatis Secure Socket Layer (SSL)? co1 Understand Low
7 Define Transport Layer Security (TLS). co1 Remember Low
g8 | What is Session Management in web security? co1 Understand Low
Mention any two common  session
9 - Co1 Remember Low
management vulnerabilities.
What is Input Validation, and why is it
10 important? Cco1 Understand Low
Differentiate  between  Blacklisting and
11 Whitelisting in input validation. col Understand Medium
12 | How does TLS improve upon SSL? Cco1 Understand Medium
What is the main goal of Web Application
13 Security? Co1 Understand Low
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PART-B

CO

Q. No Questions Mapping

BT Level | Complexity

Explain  Authentication and Authorization

1. . ) . . Co1 Understand Medium
mechanisms in web applications with examples.
Describe the Secure Socket Layer (SSL) .

2. . . : Co1 Understand | Medium
protocol and explain its working mechanism.
Explain Transport Layer Security (TLS) with its

3. P port -y y (TLS) Co1 Understand | Medium
key features and importance.
Discuss Session Management techniques and .

4, o : Co1 Understand | Medium
how they help maintain secure user sessions.

5 Compare and contrast SSL and TLS protocols col Evaluat Hih

' with their differences and improvements. vajuate '9

Discuss various web application security .

6. Co1 Understand | Medium

threats, their impact, and how to mitigate them.

Analyze the role of input validation in
7. preventing security vulnerabilities such as SQL Cco1 Analyze High
Injection and Cross-Site Scripting (XSS).

Evaluate the importance of authentication and

8. authorization in  ensuring secure  web Co1 Evaluate High
applications.
Explain the challenges in session management

0. and discuss techniques to secure session Co1 Understand | Medium
handling.
Justify the need for input validation in

10. | preventing various attacks and provide best Co1 Analyze High
practices.
Design  a secure session  management

11. | mechanism that protects against session Cco1 Create High

hijacking and fixation attacks.

Propose a framework for a secure authentication
12. | system using modern security standards like Cco1 Create High
OAuth or multi-factor authentication (MFA).

Develop a risk assessment model for identifying

13. and mitigating web application security threats.

Co1 Create High

Prepared by
Mr. D. Yobu Page 10



UNIT -1

SECURE DEVELOPMENT AND DEPLOYMENT

PART-A
Q.No Questions co BT Level |Complexit
' Mapping piexity
1 Define Web Application Security. CcO2 Remember | Low
2 What is Security Testing? CO2 Understand | Low
List any two key principles of Secure
3 CO2 Remember | Low
Development.
4 What is Security Incident Response Planning? CcO2 Understand |  Low
5 What are the main goals of Security Testing? CO2 Understand | Low
Define the Microsoft Security Development
6 Lifecycle (SDL). CO2 Remember | Low
What is SAMM (Software Assurance Maturity
8 Model)? CO2 Understand | Low
9 Mention any two benefits of SDL. CcO2 Remember | Low
10 What is the primary focus of OWASP CLASP? CO2 Understand | Low
How does SAMM help in secure software
11 CO2 Understand | Medium
development?
Differentiate between reactive and proactive
12 : : CO2 Understand | Medium
security measures in development.
What is the importance of Security Incident
13 . {0) Understand | Low
Response Planning?
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PART-B

. CO .
Q.No Questions Mapping BT Level | Complexity
1 Explain Security Testing and its different types Co2 Understand | Medium

with examples.

Describe the Microsoft Security Development

2 Lifecycle (SDL) and explain its phases. co2 Understand Medium

Explain OWASP CLASP methodology and how it

3 improves secure application development. &’ Understand | - Medium

Discuss Security Incident Response Planning and

4 its importance in handling security breaches. co2 Understand | Medium

Compare and contrast OWASP CLASP and

5 SAMM models in secure software development. Cok Rgluate High

Analyze the role of Security Testing in identifying

vulnerabilities in web applications. C2 Rnalyze High

Discuss the Software Assurance Maturity Model

7 (SAMM) enhances secure software practices. %% Ry stend | Medium

Evaluate the benefits and limitations of the SDL

8 . . CO2 Evaluate High
approach in secure web application development.

Explain the importance of proactive security

9 . — . CO2 Understand | Medium
measures in web application security.

How Critical Is Input Validation in Preventing
10 Attacks, and What Are the Best Practices to CO2 Understand Medium
Follow?

Design a secure development lifecycle framework
11 | that integrates best practices from SDL, CLASP, CO2 Create High
and SAMM.

Propose a comprehensive security testing plan for

12 1a newly developed web application. Co2 Create High

Develop a security policy model for handling

13 security incidents in web applications.

CO2 Create High
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UNIT 11

SECURE API DEVELOPMENT

PART-A
Q. No | Questions CO BT Level Complexity
Mapping
1 Define API Security. CO3 Remember Low
2 What are Session Cookies? COos3 Understand Low
List any two key principles of Token-
3 Based Authentication. E23 Refijgmber Low
4 What is OAuth2? CO3 Understand Medium
5 Define Rate Limiting in API Security. Co3 Remember Low
6 What is the purpose of Audit Logging? CO3 Understand Low
7 What are API Keys? COos3 Understand Low
Mention any two threats to API
8 . CO3 Remember Low
Security.
What is Service Mesh in Microservices
9 . CO3 Understand Low
Security?
10 What does Locking Down Network co3 Understand L
Connections mean in APl Security? nderstan ow
11 Differentiate  between  Token-based CO3 Understand Medi
Authentication and API Keys. naerstan edium
What is E tion’ le in API
12 . nelyprion s Tofe 1 COo3 Understand Low
Security?
Define Securing Incoming Requests in
13 : J g Req CO3 Remember Low
API security.
Prepared by
Mr. D. Yobu Page 13



PART-B

: CO :
Q. No Questions Mapping BT Level Complexity
Explain Session Cookies and Token-Based
1 Authentication, comparing their security CO3 Understand Medium
mechanisms.
Discuss the importance of APl Security and )
2 . ) CO3 Understand Medium
explain its best practices.
Explain OAuth2 and its workflow for i
3 . ) . CO3 Understand Medium
securing service-to-service APIs.
4 Explain the main S?(-:UI’Ity threats to APIs and CO3 Understand Medium
how can they be mitigated?
Compare APl Keys and OAuth2 in terms of i
5 ) - . CO3 Evaluate High
security, usability, and risk.
Analyze the role of Rate Limiting and .
. . N .. CO3 Analyze High
6 Throttling in ensuring API availability. y g
7 Dl_scuss t_he role of_ Service Mesh in cO3 Understand Medium
Microservice API Security.
!Evaluat(.a the effectiveness _of Audit Logging CO3 Evaluate High
8 in securing APIs and detecting threats.
9 How locking down network connections Co3 Understand Medium
enhances API security.
How Does Encryption Enhance API
10 | Security, and What Are the Different CO3 Understand Medium
Encryption Techniques Used?
Design.  an APl  security  strategy
11 | incorporating  OAuth2,  API Keys, CO3 Create High
Encryption, and Rate Limiting.
12 Propose a sef:ure AFI architecture for a COo3 Create High
cloud-based microservices system.
13 Develor_) a detalle_d security framewgrk for COo3 Create High
addressing threats in APl communications.
Prepared by
Mr. D. Yobu Page 14




UNIT - IV
VULNERABILITY ASSESSMENT AND PENETRATION TESTING

PART-A
Q.No Questions cO BT Level | Complexity

' Mapping

1 Define Vulnerability Assessment. CO4 Remember Low
What is the WVulnerability Assessment

. CO4 Understand Low

2 Lifecycle?

3 List any two types of Vulnerability co4 Remember Low
Scanners.

A What is the difference between Host-based cos Understand Medi
and Network-based vulnerability scanners? ldersin edium

5 Define Penetration Testing. CO4 Remember Low

6 List the types of Penetration Testing. CO4 Remember Low

7 What .|s the. purpose of External Co4 Understand Low
Penetration Testing?

3 Defl.ne SSID or Wireless Penetration co4 Remember Low
Testing.

9 Wha_t |s,_ the role_of I\/Io_blle Application co Understand Medium
Testing in penetration testing?

Mention any two advantages of Cloud-

10 . CO4 Remember Low
based vulnerability scanners.

11 What is the main objective of Database- coa Understand L
based Vulnerability Scanning? naerstan ow
Differentiate between Vulnerability

12 Assessment and Penetration  Testing CO4 Understand Medium
(VAPT).

What is Web Applicati P i

13 a_t is Web : pp_lcatlon enetration coa Understand Low
Testing, and why is it important?
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PART-B

: CO :
.No uestions . BT Level | Complexit
Q Q Mapping plexity
Explain  the  Vulnerabilit Assessment
1 xP : y CO4 | Understand Medium
Lifecycle and its key phases.
Discuss the different types of vulnerabilit
2 . Ypes O y CO4 | Understand Medium
scanners and their roles in security.
Compare Cloud-based, Host-based, Network-
3 based, and Database-based vulnerability CO4 Evaluate High
scanners.
Explain the different types of penetration
4 P : P P CO4 | Understand Medium
testing with real-world examples.
Discuss the importance of Web Application i
5 Penetration Testing and its methodologies. Col Undcigtand Medium
5 Analyze the effectiveness of SSID or Wireless coa Anal High
Testing in securing networks. natyze 'g
How does Mobile Application Penetration
7 Testing help in detecting vulnerabilities in CO4 | Understand Medium
mobile apps?
Evaluate the advantages and limitations of
8 penetration testing compared to vulnerability CO4 Evaluate High
assessments.
Explain the Vulnerability Scanners on database i
9 : CO4 | Understand | Medium
security.
Justify the need for both Vulnerability
10 | Assessments and Penetration Testing (VAPT) CO4 Analyze High
in cybersecurity.
Design a comprehensive penetration testin
11 J P °Pp g CO4 Create High
framework for an enterprise network.
Propose a methodology for conducting a .
12 Cloud-based Penetration Test. co4 Create High
Develop a case study on real-world penetration
13 0P . yonre penetr CO4 Create High
testing scenarios and their impact on security.
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UNIT -V
HACKING TECHNIQUES AND TOOLS

PART-A
Q. No Questions CO. BT Level | Complexity
' Mapping
1 Define Social Engineering in cybersecurity. CO5 Remember Low
5 What is SQL Injection? CO5 Understand Low
3 Define Cross-Site Scripting (XSS). CO5 Remember Low

4 What is Broken Authentication in web security? CO5 Understand | Medium

5 What is meant Session Management in web CO5 Understand Low

security.
6 What is Cross-Site Request Forgery (CSRF)? CO5 Understand Low
7 Define Security Misconfiguration. CO5 Remember Low
8 What is Insecure Cryptographic Storage? CO5 Understand | Medium
9 What do you mean by Failure to Restrict URL cO5 Understand Low
Access?
10 List any two hacking tools used in web security. CO5 Remember Low
11 | What is the role of Comodo in web security? CO5 | Understand | Medium
12| Mention any two features of OpenVAS. CO5 Remember Low
13 Define Burp Suite and its importance in cO5 Remember Low

penetration testing.
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PART-B

. CO .
Q.No Questions Mapping BT Level | Complexity
Explain Social Engineering attacks and suggest
1 P g g g9 CO5 Understand Medium

countermeasures.

Discuss SQL Injection attacks, their types, and

2 CO5 Understand Medium
ways to prevent them.

Describe Cross-Site  Scripting (XSS) and

3 compare its types (Stored, Reflected, DOM- CO5 Understand | Medium
based).
Explain Broken Authentication & Session

4 Management vulnerabilities and their impact on CO5 Understand | Medium
security.

c Discuss CSRF attacks, their mechanisms, and CO5 Understand | Medium

mitigation strategies.

Compare  Security  Misconfiguration and

6 . . Eval High
Insecure Cryptographic Storage vulnerabilities. COF g uate g
How does Failure to Restrict URL Access lead

7 to unauthorized access? Discuss prevention CO5 Understand | Medium

techniques.

Evaluate the effectiveness of Comodo,

8 OpenVAS, and Nikto in vulnerability scanning. oo S High

How does Nexpose help in detecting security

° threats? Discuss its features and working. So° Understand | Mediug]

Analyze the features and use cases of Burp

10 g . . CO5 Analyze Medium
Suite in web security testing.
Design a security testing strategy using .
11 L CO5 Create High
OpenVAS and Nexpose for an organization. g
19 Prgpose a me_thodology for penetration testing CO5 Create High
using Burp Suite.
Develop a case study on a real-world hacking .
13 . . . .. CO5 Create High
incident involving XSS or SQL Injection. g
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THANK YOU

ALL THE BEST



