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EiBE A To become a globally recognized “Centre of Academic Excellence” providing
- Quality Education to all students.
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To provide Quality Education in the fields of Engineering, Mi§
Management, Information, Technology and other Engineering areas.
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DEPARTMENT VISION AND MISSION

VISION:

The Vision is to achieve International recognition through research and

innovation supremacy in Artificial Intelligence.

M1: To impart the skills necessary through quality teaching and learning
process.

M2: To acquire innovation through hands-on training.

M3: To provide best research opportunities through well designed
curriculum.

M4: Our Mission is achieved through highest quality of teaching, learning,
research opportunities through well designed curriculum.
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PEOs Content
Utilize their proficiencies in the fundamental knowledge of basic sciences,
PEO1 | mathematics, Artificial Intelligence, data science and statistics to build systems
that require management and analysis of large volumes of data.
Advance their technical skills to pursue pioneering research in the field of Al and
PEO2 | Data Science and create disruptive and sustainable solutions for the welfare
of ecosystems.
PEO3 Think logically, pursue lifelong learning and collaborate with an ethical attitude in a
multidisciplinary team.
PEO4 | Design and model Al based solutions to critical problem domains in the real world.
PEOS Exhibit innovative thoughts and creative ideas for effective contribution towards
economy building.
PROGRAM OUTCOMES_(POS)
POs Title Content
Apply the knowledge of mathematics, science,
PO1 | Engineering knowledge engineering fundamentals, and an  engineering

specialization to the solution of complex
engineering problems.

PO2

Identify, formulate, review research literature, and
analyze complex engineering problems reaching

Problem analysis substantiated conclusions using first principles of

mathematics, natural sciences, and engineering
sciences.

PO3

Design/development of
solutions

Design solutions for complex engineering problems
and design system components or processes that meet
the specified needs with appropriate consideration for
the public health and safety, and the cultural, societal,
and environmental considerations.

PO4

Use research-based knowledge and research methods

Conduct investigations of | including design of experiments, analysis and
complex problems interpretation of data, and synthesis of the information

to provide valid conclusions.
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PO5

Modern tool usage

Create, select, and apply appropriate techniques,
resources, and modern engineering and IT tools
including prediction and modeling to complex
engineering activities with an understand of the
limitations.

POG6

The engineer and society

Apply reasoning informed by the contextual
knowledge to assess societal, health, safety, legal and
cultural issues and the consequent responsibilities
relevant to the professional engineering practice.

PO7

Environment and
sustainability

Understand the impact of the professional engineering
solutions in societal and environmental contexts, and
demonstrate the knowledge of, and need for
sustainable development.

PO8

Ethics

Apply ethical principles and commit to professional
ethics and responsibilities and norms of the
engineering practice.

PO9

Individual and team work

Function effectively as an individual, and as a member
or leader in diverse teams, and in multidisciplinary
settings.

PO10

Communication

Communicate effectively on complex engineering
activities with the engineering community and with
society at large, such as, being able to comprehend and
write effective reports and design documentation,
make effective presentations, and give and receive
clear instructions.

PO11

Project management and
finance

Demonstrate knowledge and understand of the
engineering and management principles and apply
these to one‘s own work, as a member and leader in a
team, to manage projects and in multidisciplinary
environments.

PO12

Life-long learning

Recognize the need for, and have the preparation and
ability to engage in independent and life-long learning
in the broadest context of technological change.
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PSOs

Content

PSO1

Evolve Al based efficient domain specific processes for effective decision making in
several domains such as business and governance domains.

PSO2

Aurrive at actionable Foresight, Insight, hindsight from data for solving business and
engineering problems.

PSO3

Create, select and apply the theoretical knowledge of Al and Data Analytics along
with practical industrial tools and techniques to manage and solve wicked societal
problems.

PSO4

Develop dataanalytics and data visualization skills, skills pertaining to
knowledge acquisition, knowledge representation and knowledge engineering, and
hence be capable of coordinating complex projects.

PSO5

Able to carry out fundamental research to cater the critical needs of the society
through cutting edge technologies of Al.
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CS3591 COMPUTER NETWORKS LTPC
30214

UNIT I INTRODUCTION AND APPLICATION LAYER 10

Data Communication - Networks — Network Types — Protocol Layering — TCP/IP Protocol
suite — OSI Model — Introduction to Sockets - Application Layer protocols: HTTP — FTP —
Email protocols (SMTP - POP3 - IMAP - MIME) — DNS — SNMP

UNIT I TRANSPORT LAYER 9

Introduction - Transport-Layer Protocols:UDP — TCP: Connection Management — Flow
control - Congestion Control - Congestion avoidance (DECbit, RED) — SCTP — Quality of

Service

UNIT I NETWORK LAYER 7

Switching : Packet Switching- Internet protocol - IPV4 — IP Addressing — Subnetting -
IPV6, ARP, RARP, ICMP, DHCP

UNIT IV ROUTING 7

Routing and protocols: Unicast routing-Distance Vector Routing-RIP-Link State Routing—
OSPF — Path-vector routing - BGP - Multicast Routing: DVMRP — PIM.

UNIT V DATA LINK AND PHYSICAL LAYERS 12

Data Link Layer—Framing-Flow control-Error control- Data- Link Layer Protocols—
HDLC-PPP- Media Access Control — Ethernet Basics — CSMA/CD - Virtual LAN —
Wireless LAN (802.11) - Physical Layer: Data and Signals - Performance — Transmission
media- Switching — Circuit Switching.

TOTAL: 45 PERIODS
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COURSE OUTCOMES

At the end of this course, the students will be able to:
CO1 | Explain the basic layers and its functions in computer networks.
CO2 | Understand the basics of how data flows from one node to another.
CO3 | Analyze routing algorithms.
CO4 | Describe protocols for various functions in the network.
CO5 | Analyze the working of various application layer protocols.
CO’S-PQ’S & PSO’S MAPPRING
PO’s PSO’s
CO’s
1 3 4 5 6 7 8 9 10 | 11 | 12 2 3
Co1l | 3 2 |3 - - - - 1 1 3 1 2 1
COo2 | 3 1 2 2 - - - 2 2 2 1 2 3
CO3 | 2 3 12 1 - - - 3 3 1 2 1 3
CO4 | 1 1 3 1 - - - 1 2 1 1 3 1
CO5 | 3 1 1 2 - - - 2 2 2 2 2 2
AVG | 2 2 2 2 - - - 2 2 2 1 2 2
1- Low, 2 - Medium, 3 - High, ¢~ - No Correlation
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TEXT BOOKS

1. James F. Kurose, Keith W. Ross, Computer Networking, A Top-Down Approach
Featuring the Internet, Eighth Edition, Pearson Education, 2021.

2. Behrouz A. Forouzan, Data Communications and Networking with TCP/IP Protocol
Suite, Sixth Edition TMH, 2022

REFERENCE BOOKS

1. Larry L. Peterson, Bruce S. Davie, Computer Networks: A Systems Approach, Fifth
Edition, Morgan Kaufmann Publishers Inc., 2012.

2. William Stallings, Data and Computer Communications, Tenth Edition, Pearson
Education, 2013.

3. Nader F. Mir, Computer and Communication Networks, Second Edition, Prentice Hall,
2014,

4. Ying-Dar Lin, Ren-Hung Hwang, Fred Baker, “Computer Networks: An Open Source
Approach”, McGraw Hill, 2012.
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UNIT I

INTRODUCTION AND APPLICATION LAYER

PART - A
Q. : CO :
NO Questions Mapping BT Level Complexity
What is Network topology? List its types. CO1 Understand Low
5 What are.the'flve components of data colL Understand Low
communications system?
3. Define Full Duplex and simplex transmission colL Remember Low
system.
Why do we need a Domain Name System?
4. | What role does the DNS Resolver play in CO1 Understand Low
the DNS system?
5. | What are the four main properties of HTTP? CO1 Understand Low
' ?
6. What is a protocol? What are the key elements colL Understand Low
of a protocol?
7. | Define File Transfer Protocol. Co1 Remember Low
8. | Why HTTP is defined as a stateless? CO1 Understand Medium
9. | What are the functions of Application Layer? CO1 Understand Low
10. What is the difference between IMAP and colL Understand Low
POP?
11.| Define SNMP. Co1 Remember Low
12.| Define computer network. CO1 Remember Low
What are the four fundamental
13.| characteristics that the data communication CO1 Understand Low
system depends on?
14, Why is an a_ppllcatlon_ such as POP needed colL Understand Low
for electronic messaging?
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PART -B

Q. : CO :

No Questions Mapping BT Level Complexity
Explain different types of networks in i
detail with neat diagram. col Understand Medium
Describe in detail about the layers in OSI

2. | model. What are the layers of the 1SO/OSI Co1 Understand Medium
protocol stack? Briefly list out their functions.
Explain in detail about the TCP/IP protocol :

3. suite with neat diagram. Co1 Understand Medium

4 Discuss how the Simple Mail Transfer col Understand Medi

" | Protocol (SMTP) is useful in electronic mail. naerstan edium

Illustrate the role of a DNS on a
computer network, including its .

> involvement in the process of a user col Analyze High
accessing a web page.
Describe about HTTP. Give their uses, state :

6. strengths and weakness. COo1 Understand Medium
Identify the ways through which a server and .

7. a client do a file transfer using FTP. Ccol Analyze High
Explain in detail about Simple Network :

8. Management Protocol with neat diagram. Ccol Understand Medium
How is Simple Network Management
Protocol (SNMP) used in network and what .

d is the role of a Network Management col Understand High
System in SNMP?
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UNIT 1l

TRANSPORT LAYER

PART - A
Q. : CO :
tion . BT Level mpl
NGO Questions Mapping eve Complexity
1 What is the main difference between TCP & co2 Understand Low
UDP?
2. | List out various congestion control techniques. CO2 Remember Low
3. What are the four aspects related to the reliable co?2 Understand Low
delivery of data?
" LISt. the advantages. of Conngctlon oriented co2 Remember Low
services over connectionless services.
5. | Define Multihoming concept of SCTP. CO2 Remember Low
6. | How congestion occurs in a network? CO2 Understand Low
7 Write short notes on datagram format of co?2 Understand Low
UDP.
g Name the Fechnlques_ and policies that can co2 Remember Low
prevent (avoid) congestion.
9. | What is port number in computer network? CO2 Understand Low
10. List thg different phases used in TCP co2 Remember Low
Connection.
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PART -B

S(') Questions Mac;(;ing BT Level Complexity
Write short notes on

1. (1) TCP segment format CO2 Understand Medium

(i) Silly window syndrome

With neat architecture, explain TCP

2. |and its sliding window algorithm for CO2 Understand Medium
flow control.
Describe  with examples the three

3. | mechanisms by which congestion control CO2 Understand Medium
is achieved in TCP.
Explain congestion avoidance algorithm

" like I:_)EC _bit method and random early co2 Understand Medium
detection in transport layer with an
example.
What are the 2 broad categories of

5. | congestion control mechanisms? Briefly CO2 Understand High
explain all the techniques.
Illustrate about connection establishment and

6. | connection closing in Transfer Control CO2 Analyze Medium
Protocol.

7 Explzlslin the significan(.:e of Clark’s co2 Understand High
solution and Nagle’s algorithm.
Examine the operations of User Datagram

8. | Protocol (UDP) and UDP checksum with CO2 Analyze Medium
one example.
Explain the effectiveness of Go Back N

9. |and Selective Repeat ARQ among the CO2 Understand High
Sliding window Protocols.
Propose the packet format of Stream
Control Transmission Protocol with its .

10. fields. How the data are transferred using co2 Create High
4-way handshaking?
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UNIT HI
NETWORK LAYER

PART - A
Q. : CO :
No Questions Mapping BT Level Complexity
What is packet switching? Co3 Understand Low
2. | What is subnet mask? Co3 Understand Low
3. | Define CIDR. Co3 Remember Low
How many network addresses and host
4. | addresses are supported by class A, class B COo3 Understand Low
networks?
5. | List out the functions of IP. Co3 Remember Low
6. | What do you mean by ICMP? Co3 Understand Low
7 State .the rules of non-boundary-level co3 Remember Low
masking.
8. | What is IP address? Co3 Understand Low
9. | What is DHCP? Co3 Understand Low
10.| What is the need of ARP? CO3 Understand Low
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PART -B

CO

NO Questions Mapping BT Level | Complexity
Explain Packet Switching in detail. CO3 Understand Medium
Write short notes on the following

2. | 1) IP addressing methods. CO3 Understand Medium
i) ARP.
How does the Dynamic Host Configuration Protocol .
3. Medium
(DHCP) work? CO3 Understand
What is the need for ICMP and list the ICMP .
4. Medium
MESSAGES and their purpose? co3 Understand
S. | Compare IPv4 and IPv6. Cco3 Evaluate High
6. | Explain in detail about: i) ICMP ii) RARP. CO3 Understand Medium
7 Dra\{v ap IPv4 datagram and how fragmentation is co3 Create Medium
applied in datagram delivery.
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UNIT IV

ROUTING
PART - A
Q. . CO :
No Questions Mapping BT Level Complexity
Define routing. CO4 Remember Low
5 Write on the packet co_st referred in distance Co4 Understand | Low
vector and link state routing.
3. | What is source routing? CO4 Understand Low
4. | What is the function of a router? CO4 Understand Low
What does a router do when it receives a packet
5. | with a destination address that it does not have | CO4 Understand Low
an entry for, in its routing table?
6. | What is piggy backing? CO4 Understand Low
7. | What is a path vector routing protocol? CO4 Understand Low
8. What is cgunt to infinity problem in distance Co4 Understand Low
vector routing?
9. W.hat. tgch.nlque_s are.z used to overcomg the count cod Understand Low
to infinity issue in distance vector routing?
10 What are the contents of a link spate packet cod Understand Low
(LSP)?
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PART -B

Q. . CO :
No Questions Mapping BT Level Complexity
1 D(_asc_rlbe Distance Vector Routing and its working co4 Understand Medium
principle.
2. | Discuss about Link-state routing and routers. CO4 Understand Medium
3 Exp_laln abou_t the inter domain routing (BGP) co4 Understand Medium
routing algorithms.
4. | Describe Routing Information protocol in detail. CO4 Understand Medium
- - T
5 What are the different routing algorithms? List out co4 Understand Medium
their pros and cons.
Find the shortest path for the given graph using
Dijkstra’s Link state routing algorithm.
6. CO4 Create High
Using Distance Vector Routing Algorithm for the
given graph find the shortest path
7. CO4 Apply High
8 Expl_aun |_n detall_the operation of OSPF protocol by co4 Understand Medium
considering a suitable network.
What is the Distance Vector Multicast Routing
9. | Protocol (DVMRP) and how does it work withmy | CO4 Understand Medium
managed switch?
Describe Protocol Independent Multicast (PIM)
10.| types and applications of PIM in Real-World CO4 Understand Medium
Scenarios.
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UNIT V

DATA LINK AND PHYSICAL LAYERS

PART - A
Q. . CO .
No Questions Mapping BT Level Complexity
1. | List out the functions of data link layer. CO5 Remember Low
2. | What do you mean by framing? CO5 Understand Low
3 Wh_at are the two _types of errors occurred CO5 Understand Low
during data transmission?
4. | Define bit stuffing. CO5 Remember Low
5. | What do you mean by Flow Control? CO5 Understand Low
6. Why_ IS fI_ow _ control and error control CO5 Understand Low
duplicated in different layers?

Why sliding window flow control is
7. | considered to be more efficient than stop | CO5 Understand Low

and wait flow control?

Find the hamming distance between the two .
8| pair of code words: A =01011; B = 11110 | CO° Create High
9. | Define hidden node problem. CO5 Remember Low
10. What is the access method used by wireless COS Understand Low

LAN?

11 What. is meant by Exponential back of COS Understand Low
algorithm?

12.| What is High Level data link control? CO5 Understand Low

13.| What is CSMA/CD? CO5 Understand Low

14.| Examine how Network Interface Card works. | CO5 Analyze Low

15.] List the rules for CSMA/CD. CO5 Remember Low

16. Mention some of the physical properties of COS Remember Low

Ethernet.

17, Write the parameters used to measure COS Understand Low
network performance.
18.| Qutline the need for switching. CO5 Understand Low
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PART - A
Q. . CO .
uestions . BT Level Complexit
No Q Mapping piexity
19.| List the types of Transmission media. CO5 Remember Low
20.| Define Bandwidth. CO5 Remember Low
PART -B
Q. : CO :
No Questions Mapping BT Level Complexity
1 Expla.m th? various error  detection CO5 Understand Medium
techniques with example.
The message X5 + X4 + X 11001001 is to
be transmitted, using CRC error detection
algorithm. Assuming the CRC polynomial to i
2 be X3 + X2 + 1, determine the three-bit o5 Create High
CRC code that should be appended to
message.
Explain various flow control mechanisms.
3. i) Stop Wait protocol CO5 Understand High
ii) Go Back-N
iii) Selective Repeat
Discuss in detail about the PPP protocol i
4. (Byte Oriented Protocol). CO5 Understand Medium
Describe the CSMA/CD protocol and _
5. | comment on its performance for medium CO5 Understand Medium
access.
6. Dlscu§s abou_t the functioning of wireless CO5 Understand Medium
LAN in detail.
Explain how hidden node and exposed i
£ node problem is solved in IEEE 802.11 o5 Understand High
8. Write potes or\ Transmission media and its COs Understand Medium
types in detail.
Given a remainder of 111, a data unit of
10110011 and a divisor of 1001, is there :
. . . ’ Anal M
o an error in the data unit. Justify your 05 natyze edium
answer with necessary principles.
10. D_escr_lbe t)_/pes_, of_ swﬁches and phases of COS Understand Medium
Circuit Switching in detail.
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