
Prepared by 
Mrs. T. JOSEPHINE AROCKIA MARY Page 1 
 

 

 

 

DEPARTMENT OF ARTIFICIAL INTELLIGENCE AND DATA SCIENCE 

 

 

 

  

QUESTION BANK

R - 2021

CS3691 – EMBEDDED SYSTEMS AND IOT
(Common to CSE, IT, CYBER SECURITY)



Prepared by 
Mrs. T. JOSEPHINE AROCKIA MARY Page 2 
 

 

 

DEPARTMENT OF ARTIFICIAL INTELLIGENCE AND DATA SCIENCE  

 

 

 

 

 

III YEAR / VI SEMESTER 

REGULATION - 2021  

CS3691 – EMBEDDED SYSTEMS AND IOT 

 

 

 

 

 

  

Faculty In Charge 

Mrs. T. Josephine Arockia Mary, B.E., M.E.,  

Assistant Professor, 

Dept. of. Artificial Intelligence and Data Science  

Head of the Department 

Dr. S. Sureshkumar M.E., Ph.D., 

Assistant Professor, 

Dept. of. Artificial Intelligence and Data Science  

 



Prepared by 
Mrs. T. JOSEPHINE AROCKIA MARY Page 3 
 

  

 

 

 

 

 

 

  
 

 

 

  

  

INSTITUTE VISION AND MISSION 

VISION: 

  To become a globally recognized “Centre of Academic Excellence” providing 

Quality Education to all students. 

MISSION:  

 To provide Quality Education in the fields of Engineering, 

Management, Information, Technology and other Engineering areas. 

DEPARTMENT VISION AND MISSION 

VISION: 

The Vision is to achieve International recognition through research and 

innovation supremacy in Artificial Intelligence. 

MISSION:  

M1. To impart the skills necessary through quality teaching and learning 

 process. 

M2. To acquire innovation through hands-on training. 

M3. To provide best research opportunities through well designed 

 curriculum. 

M4. Our Mission is achieved through highest quality of teaching, learning, 

 research opportunities through well designed curriculum. 
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PROGRAM EDUCATIONAL OBJECTIVES (PEOs) 
 

PEOs Content 

PEO1 

Utilize their proficiencies in the fundamental knowledge of basic sciences, 

mathematics, Artificial Intelligence, data science and statistics to build 

systems that require management and analysis of large volumes of data. 

PEO2 

Advance their technical skills to pursue pioneering research in the field of 

AI and Data Science and create disruptive and sustainable solutions for the 

welfare of ecosystems. 

PEO3 
Think logically, pursue lifelong learning and collaborate with an ethical 

attitude in a multidisciplinary team. 

PEO4 
Design and model AI based solutions to critical problem domains in the real 

world. 

PEO5 
Exhibit innovative thoughts and creative ideas for effective contribution 

towards economy building. 

                                            

PROGRAM OUTCOMES (POs) 

POs Title Content 

PO1 
Engineering 

knowledge 

Apply the knowledge of mathematics, science, 

engineering fundamentals, and an engineering 

specialization to the solution of complex 

engineering problems. 

PO2 Problem analysis 

Identify, formulate, review research literature, and 

analyze complex engineering problems reaching 

substantiated conclusions using first principles of 

mathematics, natural sciences, and engineering sciences. 

PO3 
Design/development 

of solutions 

Design solutions for complex engineering problems and 

design system components or processes that meet the 

specified needs with appropriate consideration for the 

public health and safety, and the cultural, societal, and 

environmental considerations. 

PO4 

Conduct 

investigations of 

complex problems 

Use research-based knowledge and research methods 

including design of experiments, analysis and 

interpretation of data, and synthesis of the information to 

provide valid conclusions. 

PO5 Modern tool usage 

Create, select, and apply appropriate techniques, 

resources, and modern engineering and IT tools 

including prediction and modeling to complex 

engineering activities with an understand of the 

limitations. 

PO6 
The engineer and 

society 

Apply reasoning informed by the contextual knowledge 

to assess societal, health, safety, legal and cultural issues 

and the consequent responsibilities relevant to the 

professional engineering practice. 
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PO7 
Environment and 

sustainability 

Understand the impact of the professional engineering 

solutions in societal and environmental contexts, and 

demonstrate the knowledge of, and need for sustainable 

development. 

PO8 Ethics 

Apply ethical principles and commit to professional 

ethics and responsibilities and norms of the engineering 

practice. 

PO9 
Individual and team 

work 

Function effectively as an individual, and as a member 

or leader in diverse teams, and in multidisciplinary 

settings. 

PO10 Communication 

Communicate effectively on complex engineering 

activities with the engineering community and with 

society at large, such as, being able to comprehend and 

write effective reports and design documentation, make 

effective presentations, and give and receive clear 

instructions. 

PO11 
Project management 

and finance 

Demonstrate knowledge and understand of the 

engineering and management principles and apply these 

to one‘s own work, as a member and leader in a team, to 

manage projects and in multidisciplinary environments. 

PO12 Life-long learning 

Recognize the need for, and have the preparation and 

ability to engage in independent and life-long learning in 

the broadest context of technological change. 

 

PROGRAM SPECIFIC OUTCOMES (PSOs) 

 

PSOs Content 

PSO1 
Evolve AI based efficient domain specific processes for effective decision 

making in several domains such as business and governance domains. 

PSO2 
Arrive at actionable Foresight, Insight, hindsight from data for solving business 

and engineering problems. 

PSO3 

Create, select and apply the theoretical knowledge of AI and Data Analytics 

along with practical industrial tools and techniques to manage and solve wicked 

societal problems. 

PSO4 

Develop data analytics and data visualization skills, skills pertaining to 

knowledge acquisition, knowledge representation and knowledge engineering, 

and hence be capable of coordinating complex projects. 

PSO5 
Able to carry out fundamental research to cater the critical needs of the society 

through cutting edge technologies of AI. 

 

 

 



Prepared by 
Mrs. T. JOSEPHINE AROCKIA MARY Page 6 
 

CS3691  EMBEDDED SYSTEMS AND IOT            L  T  P  C 

                          3  0   2   4 

 

UNIT I               8-BIT EMBEDDED PROCESSOR             9  

 8-Bit Microcontroller – Architecture – Instruction Set and Programming – 

Programming Parallel Ports – Timers and Serial Port – Interrupt Handling. 

  

UNIT II               EMBEDDED C PROGRAMMING   9 

 

 Memory And I/O Devices Interfacing – Programming Embedded Systems 

in C – Need For RTOS – Multiple Tasks and Processes – Context Switching – Priority Based 

Scheduling Policies. 

 

UNIT III    IOT AND ARDUINO PROGRAMMING   9  

 Introduction to the Concept of IoT Devices – IoT Devices Versus 

Computers – IoT Configurations – Basic Components – Introduction to Arduino – Types of 

Arduino – Arduino Toolchain – Arduino Programming Structure – Sketches – Pins – 

Input/Output From Pins Using Sketches – Introduction to Arduino Shields – Integration of 

Sensors and Actuators with Arduino. 

 

UNIT IV    IOT COMMUNICATION AND OPEN PLATFORMS 9  

 

IoT Communication Models and APIs – IoT Communication Protocols – Bluetooth – 

WiFi – ZigBee – GPS – GSM modules – Open Platform (like Raspberry Pi) – Architecture – 

Programming – Interfacing – Accessing GPIO Pins – Sending and Receiving Signals Using 

GPIO Pins – Connecting to the Cloud. 

UNIT V    APPLICATIONS DEVELOPMENT   9 

  

 Complete Design of Embedded Systems – Development of IoT Applications 

– Home Automation – Smart Agriculture – Smart Cities – Smart Healthcare.  

  

TOTAL:45 PERIODS   
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COURSE OUTCOMES 

At the end of this course, the students will be able to:  

CO1 Explain the architecture of embedded processors. 

CO2  Write embedded C programs 

CO3  Design simple embedded applications. 

CO4  Compare the communication models in IOT 

CO5  Design IoT applications using Arduino/Raspberry Pi /open platform. 

 

CO’S - PO’s & PSO’s MAPPING 
 

CO’s 

PO’s PSO’s 

1 2 3 4 5 6 7 8 9 10 11 12 1 2 3 

1 3 1 1 3 1 - - - 3 1 2 3 2 1 1 

2 2 3 1 3 2 - - - 1 2 3 1 1 1 2 

3 2 2 3 2 3 - - - 1 3 1 1 2 1 3 

4 2 2 2 1 1 - - - 1 3 1 1 2 2 3 

5 3 2 1 1 3 - - - 3 2 3 2 1 3 1 

AVG 2.4 2 1.6 2 2 - - - 1.8 2.2 2 1.6 1.6 1.6 2 

1 - Low,  2 - Medium,  3 - High,  ‘-' - No Correlation 
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TEXT BOOKS 

 

 

     1. Muhammed Ali Mazidi, Janice Gillispie Mazidi, Rolin D. McKinlay, “The 8051  

         Microcontroller and Embedded Systems”, Pearson Education, Second Edition, 2014  

    2. Robert Barton, Patrick Grossetete, David Hanes, Jerome Henry, Gonzalo Salgueiro,        

        “IoT Fundamentals: Networking Technologies, Protocols, and Use Cases for the   

          Internet of Things”, CISCO Press, 2017. 

 

 

 

REFERENCE BOOKS 

 

1. Michael J. Pont, “Embedded C”, Pearson Education, 2007.  

2. Wayne Wolf, “Computers as Components: Principles of Embedded 

Computer System  

3. Andrew N Sloss, D. Symes, C. Wright, “Arm System Developer's Guide”, 

Morgan  Kauffman/ Elsevier, 2006. 4. Arshdeep Bahga, Vijay Madisetti, 

“Internet of Things – A hands-on approach”, Universities Press, 2015  
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UNIT I 

8-BIT EMBEDDED PROCESSOR 

 

PART - A  

Q. 

No 
Questions 

CO 

Mapping 
BT Level Complexity 

1.  Define microcontroller And its applications. CO1 Remember Low 

2.  
Give the details of Program status Word 

Register in 8051. 
CO1 Understand Low 

3.  
Compare Microprocessor and 

Microcontroller. 
CO1 Evaluate High 

4.  
Mention the Registers used for serial 

communication in 8051 microcontroller. 
CO1 Remember Low 

5.  What is meant by stack and attack pointer? CO1 Understand Low 

6.  
Design the format of the register IP of 8051 

and name each it . 
CO1 Create Medium 

7.  
How many special function registers are used 

in 8051? and name it. 
CO1 Understand Low 

8.  
Explain the function of the EA’ and PSEN  

pins of 8051.  
CO1 Understand Medium 

9.  
Name the interrupts available in 

microcontroller 8051. 
CO1 Remember Medium 

10.  
What are the addressing modes supported by 

8051?   
CO1 Understand Low 

11.  Which port is used as multi-functional port?                                                             CO1 Understand Low 

12.  What is the function of program counter? CO1 Understand Low 

13.  List features of 8051 microcontroller. CO1 Remember Low 

14.  
Design the format of TMOD Register with 

neat sketch. 
CO1 Create Medium 
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PART - B 

Q. 

No 
Questions 

CO 

Mapping 
BT Level Complexity 

1.  

Explain the architecture of 8051 

Microcontroller with timer mode operation 

With neat sketch.  

CO1 Understand Medium 

2.  

Explain the various Interrupts and explain 

how interrupts are prioritized with neat 

sketch.  

CO1 Understand Medium 

3.  
Illustrate the serial communication in 8051, 

with its special function register. 
CO1 Analyze Medium 

4.  
Describe the different modes of operation of 

Timers in 8051 with its associated registers. 
CO1 Understand Medium 

5.  

Write an 8051 Assembly Language Program 

to transmit “Hello World” to PC at 9600 baud 

for external crystal frequency of 

11.0592MHZ. 

CO1 Create High 

6.  
Discuss the parallel ports of 8051, internal 

circuits and its functions in details. 
CO1 Understand Medium 

7.  

Explain accessing of external data and 

program Memory organization of 8051 with 

neat timing diagram.  

CO1 Understand Medium 

8.  

Explain the various bit manipulation 

instructions and arithmetic instructions in 

8051 with examples. 

CO1 Understand Medium 

9.  
Draw the pin diagram of 8051 microcontroller 

and explain its port structure. 
CO1 Create High 

10.  
Write a program for 16 bit arithmetic 

operations in assembly language program 

with comments. 

CO1 Create High 
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UNIT II 

EMBEDDED C PROGRAMMING 

PART - A  

Q. 

No 
Questions 

CO 

Mapping 
BT Level Complexity 

1.  What is embedded C programing? CO2 Understand Low 

2.  Differentiate compiler and cross compiler. CO2 Understand Low 

3.  Define I/O device interfacing. CO2 Remember Low 

4.  
List the bitwise operators in Embedded C 

language. 
CO2 Remember Low 

5.  
Write any four advantages and limitations of 

Priority based process scheduling. 
CO2 Understand Low 

6.  Define context switching in Real time 

operating system. 
CO2 Remember Low 

7.  
What are the memory devices used in the 

design of embedded system?  
CO2 Understand Low 

8.  
What is the concept of multitasking? what 

does it signify? CO2 Understand Low 

9.  
Differentiate multiple process and multiple 

task. 
CO2 Understand Medium 

10.  
What are the difference between Real time 

operating system and operating system?. 
CO2 Understand Low 

11.  What are the Characteristics of RTOS ? CO2 Understand Medium 

12.  

Write an 8051 embedded C    program to get 

the status of the switch and send it to LED. A 

switch is connected to pin P1.0 and LED to 

Pin P2.7. 

CO2 Create High 

13.  List the bitwise operators in c programming. CO2 Remember Low 
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PART - B 

Q. 

No 
Questions 

CO 

Mapping 
BT Level Complexity 

1.  
Compare   Rate Monotonic Scheduling 

algorithm and Earliest Deadline First 

Algorithm. 

CO2 Evaluate High 

2.  
Explain the context switching mechanism for 

moving the CPU from one Executing process 

to another with an example. 

CO2 Understand Medium 

3.  
Explain in detail about interfacing of 

Keyboard with connection diagram and 

embedded C programming. 

CO2 Understand Medium 

4.  Discuss the Priority Based Scheduling 

Policies with suitable Real time example. 
CO2 Understand Medium 

5.  Describe the Programming Embedded 

Systems in C. 
CO2 Understand Medium 

6.  Briefly explain the Multiple Tasks and 

Multiple Processes with real time example. 
CO2 Understand Medium 

7.  Explain interfacing of LCD with embedded C 

programming. 
CO2 Understand Medium 

8.  

Explain the following: 

(i) Interfacing RAM  

(ii) ROM Memories with neat 

connection diagram. 

CO2 Understand Medium 

9.  Discuss the various states of a task in Real 

Time Operating Systems. 
CO2 Understand High 
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UNIT III 

IOT AND ARDUINO PROGRAMMING 

PART - A  

Q. 

No 
Questions 

CO 

Mapping 
BT Level Complexity 

1.  List the various Libraries in Arduino. CO3 Remember Low 

2.  Name the types of raspberry pi model. CO3 Remember Low 

3.  What are the main protocols of IoT? CO3 Understand Low 

4.  Why Linux OS used in Raspberry pi ? CO3 Understand Low 

5.  
In what way Raspberry pi is better than 

arduino ? 
CO3 Understand Medium 

6.  Define Internet of Things and its components. CO3 Remember Low 

7.  List the characteristics of IOT. CO3 Remember Low 

8.  How debugging works in Arduino? CO3 Understand Low 

9.  What is Arduino Shields? CO3 Understand Low 

10.  
What are the types of Arduino board 

available? 
CO3 Understand Medium 
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PART - B 

Q. 

No 
Questions 

CO 

Mapping 
BT Level Complexity 

1.  
With neat sketch explain the functional 

components of typical IOT systems and 

discuss in Details in the IOT architecture. 

CO3 Understand Medium 

2.  
Explain the features of Arduino. Discuss 

types of Arduino boards and sketch structure 

with pins     structures. 

CO3 Understand Medium 

3.  
How would you design a smart healthcare 

system using Arduino and IOT protocols? 
CO3 Understand High 

4.  
Explain the Sensors and sensor Node and 

interfacing using any Embedded target boards 

Raspberry Pi. 

CO3 Understand Medium 

5.  Explain  about Arduino shieds  Arduino 

sketch structure with neat diagram. 
CO3 Understand Medium 

6.  Explain in details about the arduino 

programming structure with examples. 
CO3 Understand Medium 

7.  Illustrate the  controlling of LED with arduino 

using embedded C. 
CO3 Analyze Medium 

8.     Design a smart home automation system using 

Arduino and Internet Of Things protocols. 
CO3 Create  High 

9.  

Discuss the Interfacing of sensors and 

Actuators in real time industries with 

example. 

CO3 Understand Medium 
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UNIT IV 

IOT COMMUNICATION AND OPEN PLATFORMS 

PART - A  

Q. 

No 
Questions 

CO 

Mapping 
BT Level Complexity 

1.  What is requirement of IOT protocol 

standardization? 
CO4 Understand Low 

2.  
State where Zigbee makes it mark with 

regard to IoT applications when compared to 

Bluetooth and WiFi standards. 

CO4 Remember Low 

3.  List the functions of Zigbee coordinator. CO4 Remember Low 

4.  What are the benefits of python? CO4 Understand Low 

5.  What is Piconet? CO4 Understand Low 

6.  Define Scatternet. CO4 Remember Low 

7.  What is Global System for Mobile services?  CO4 Understand Low 

8.  List the states of Bluetooth device. CO4 Remember Low 

9.  
Analyze the usage of Rasberry Pi interface 

in IOT. 
CO4 Analyze Low 

10.  How Does Global Positioning System 

Function? 
CO4 Understand Low 

11.  What is Mobile Switching Centre (MSC)?. CO4 Understand Low 

12.  What is Operation and Support Subsystem 

(OSS)? 
CO4 Understand Low 
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PART - B 

Q. 

No 
Questions 

CO 

Mapping 
BT Level Complexity 

1.  

Explain Global System for Mobile services 

and its architecture in detail with neat 

diagram. 

CO4 Understand Medium 

2.  
Illustrate the various types of IOT 

communication protocol and compare them. 
CO4 Analyze Medium 

3.  
Discuss about Raspberry pi and its function 

with real time example. 
CO4 Understand Medium 

4.  

How would you assess the impact of GPS on 

industries such as transportation and 

agriculture, management? 

CO4 Understand Medium 

5.  
Design the Zigbee architecture in details with 

neat diagram. 
CO4 Create High 

6.  
Explain Raspberry Pi architecture and discuss 

Raspberry Pi used for IOT application 
CO4 Understand Medium 

7.  

Explain the connecting to the cloud using 

Web Application protocol of Autobahn and 

session between client and server in IOT. 

CO4 Understand Medium 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Prepared by 
Mrs. T. JOSEPHINE AROCKIA MARY Page 17 
 

 

 

 

UNIT V 

APPLICATION DEVELOPMENT 

PART - A  

Q. 

No 
Questions 

CO 

Mapping 
BT Level Complexity 

1.  What is smart parking? CO5 Understand Medium 

2.  
What are the Elements of Embedded 

Systems? 
CO5 Understand Low 

3.  Name the Types of Embedded Systems. CO5 Remember Low 

4.  
What are the Challenges in Embedded 

System Design? 
CO5 Understand Low 

5.  Define sensors and its types. CO5 Remember Low 

6.  
State Application specific integrated circuit 

(ASIC). 
CO5 Remember Low 

7.  
What are the components used as the core 

of an embedded systems? 
CO5 Understand Medium 

8.  What is Industrial Automation? CO5 Understand Medium 

9.  
List out the applications of IOT in 

Healthcare. 
CO5 Remember Low 

10.  Define smart irrigation system. CO5 Remember Low 

11.  
Mention the applications of IOt in smart 

city. 
CO5 Remember Low 

12.  List the components of wearable devices. CO5 Remember Low 
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PART - B 

Q. 

No 
Questions 

CO 

Mapping 
BT Level Complexity 

1.  

Illustrate how IOT technology is used to 

enable the agricultural industry to increase 

operational efficiency, lower costs, reduce 

waste and improve the quality of their 

yield.  

CO5 Analyze Medium 

2.  
Design the Home Automation of IOT 

technology and three level of home 

automation. 

CO5 Create High 

3.  
Explain how IOT technology is impacting 

the healthcare sector in Fitness monitoring 

and wearable electronics. 

CO5 Understand Medium 

4.  
Demonstrate on the concept of smart 

cities. Discuss process specification for 

smart cities IOT system.  

CO5 Create High 

5.  
What is the role and necessity of IOT in 

health care and explain with any one real 

time example? 

CO5 Understand Medium 

6.  

What is a smart irrigation system? What 

are the characteristics of smart irrigation 

system? Explain briefly about challenges 

of smart irrigation system implementation. 

CO5 Understand  Medium 

7.  
Design the GSM architecture with a neat 

diagram and explore the working of GSM 

Modules. 

CO5 Create High 
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THANK YOU 

ALL THE BEST 
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